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Sefyllfa / Situation

Audit & Assurance Services has, following the annual planning process and in accordance with
the requirements of the Public Sector Internal Audit Standards, prepared the Internal Audit Plan
and Charter for the year 2023/24, which sets out our risk-based programme of work.

The plan covers the whole of the 2023/24 audit year, however, will be subject to regular on-
going review and adjustment as required to ensure that the audits reflect the Health Board’s
evolving risks and changing priorities and therefore provide effective assurance.

Cefndir / Background

The NHS Wales Shared Services Partnership (NWSSP) Audit and Assurance Service provides
an Internal Audit service to the Hywel Dda University Health Board (UHB). It is a requirement
of the Public Sector Internal Audit Standards an Internal Audit Plan and Charter is prepared on
an annual basis and presented to the Audit Committee for approval. The work undertaken by
Internal Audit will accordance with its plan of work, which is prepared following a detailed
planning process and subject to Audit Committee approval.

The plan sets out the programme of work for the year ahead, covering a broad range of
organisational risks. The full document also describes how we deliver that work in accordance
with professional standards. The plan has been prepared following discussions with Chair of
the Audit & Risk Assurance Committee, UHB Chair, Executive Directors and the Director of
Corporate Governance.

Asesiad / Assessment

The report provides the Committee with a level of assurance that an appropriate Internal Audit
Plan and Charter have been prepared for the 2023/24 year which covers a broad range of
organisational risks and will allow for an appropriate annual opinion to be delivered.
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Argymhelliad / Recommendation

The Audit & Risk Assurance Committee is asked to APPROVE the Internal Audit Plan and

Charter for 2023/24.

Amcanion: (rhaid cwblhau)
Objectives: (must be completed)

3.16 The Committee shall ensure that there is an
effective internal audit and capital/PFI function
established by management that meets mandatory
Internal Audit Standards for NHS Wales and provides
appropriate independent assurance to the Committee,
Chief Executive and Board.

3.17 This will be achieved by:

3.17.1 review and approval of the Internal Audit
Strategy, Charter, operational plan and more detailed
programme of work, ensuring that this is consistent
with the audit needs of the organisation;

3.17.2 review of the adequacy of executive and
management responses to issues identified by audit,
inspection and other assurance activity, in accordance
with the Charter;

3.17.3 Regular consideration of the major findings of
internal audit work (and management’s response),
and ensure co-ordination between the Internal and
External Auditors to optimise audit resources;

3.17.4 ensuring that the Internal Audit function is
adequately resourced and has appropriate standing
within the organisation; and

3.17.5 annual review of the effectiveness of internal
audit.

Not applicable

Governance, Leadership and Accountability
All Health & Care Standards Apply

All Strategic Objectives are applicable

All Planning Objectives Apply
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10. Not Applicable

Gwybodaeth Ychwanegol:

Further Information:

Internal Audit Planning process and meetings, Board
Assurance Framework, Risk Registers, Key
organisational documents outcomes from other audit
work including internal or external reviews.
Contained within the body of the report.

Director of Corporate Governance, ARAC Chair,
Executive Directors and Senior Managers.

Effaith: (rhaid cwblhau)
Impact: (must be completed)

Not applicable

Not applicable

Not applicable

Not applicable

Not applicable

Not applicable

Not applicable

Not applicable
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Disclaimer notice - please note

This audit report has been prepared for internal use only. Audit and Assurance Services reports are
prepared in accordance with the agreed audit brief and the Audit Charter, as approved by the Audit &

Risk Assurance Committee.

Audit reports are prepared by the staff of the NHS Wales Audit and Assurance Services and addressed
to Independent Members or officers including those designated as Accountable Officer. They are
prepared for the sole use of the Hywel Dda University Health Board and no responsibility is taken by
the Audit and Assurance Services Internal Auditors to any director or officer in their individual capacity,

or to any third party.
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1. Introduction

This document sets out the Internal Audit Plan for 2023/24 (the Plan)
detailing the audits to be undertaken and an analysis of the corresponding
resources. It also contains the Internal Audit Charter which defines the
over-arching purpose, authority and responsibility of Internal Audit and the
Key Performance Indicators for the service.

The Accountable Officer (the Health Board Chief Executive) is required to
certify, in the Annual Governance Statement, that they have reviewed the
effectiveness of the organisation’s governance arrangements, including the
internal control systems, and provide confirmation that these arrangements
have been effective, with any qualifications as necessary including required
developments and improvement to address any issues identified.

The purpose of Internal Audit is to provide the Accountable Officer and the
Board, through the Audit & Risk Assurance Committee, with an independent
and objective annual opinion on the overall adequacy and effectiveness of
the organisation’s framework of governance, risk management, and
control. The opinion should be used to inform the Annual Governance
Statement.

Additionally, the findings and recommendations from internal audit reviews
may be used by Health Board management to improve governance, risk
management, and control within their operational areas.

The Public Sector Internal Audit Standards (the Standards) require that
‘The risk-based plan must take into account the requirement to produce an
annual internal audit opinion and the assurance framework. It must
incorporate or be linked to a strategic or high-level statement of how the
internal audit service will be delivered in accordance with the internal audit
charter and how it links to the organisational objectives and priorities.’

Accordingly, this document sets out the risk-based approach and the Plan
for 2023/24. The Plan will be delivered in accordance with the Internal Audit
Charter and the agreed KPIs which are monitored and reported to you. All
internal audit activity will be provided by Audit & Assurance Services, a part
of NHS Wales Shared Services Partnership (NWSSP).

1.1 National Assurance Audits

The proposed Plan includes assurance audits on some services that are
provided by DHCW, NWSSP, WHSSC and EASC on behalf of NHS Wales.
These audits will be included in Appendix A when agreed formally. These
audits are part of the risk-based programme of work for DHCW, NWSSP
and Cwm Taf Morgannwg UHB (for WHSSC and EASC) but the results, as
in previous years, are reported to the relevant organisation and are used
to inform the overall annual Internal Audit opinion for those organisations.

NWSSP Audit and Assurance Services 3
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2. Developing the Internal Audit Plan
2.1 Link to the Public Sector Internal Audit Standards

The Plan has been developed in accordance with Standard 2010 - Planning,
to enable the Head of Internal Audit to meet the following key objectives:

e the need to establish risk-based plans to determine the priorities of the
internal audit activity, consistent with the organisation’s goals;

e provision to the Accountable Officer of an overall independent and
objective annual opinion on the organisation’s governance, risk
management, and control, which will in turn support the preparation of
the Annual Governance Statement;

e audits of the organisation’s governance, risk management, and control
arrangements which afford suitable priority to the organisation’s
objectives and risks;

e improvement of the organisation’s governance, risk management, and
control arrangements by providing line management with
recommendations arising from audit work;

e confirmation of the audit resources required to deliver the Internal Audit
Plan;

o effective co-operation with Audit Wales as external auditor and other
review bodies functioning in the organisation; and

e provision of both assurance (opinion based) and consulting
engagements by Internal Audit.

2.2 Risk based internal audit planning approach

Our risk-based planning approach recognises the need for the prioritisation
of audit coverage to provide assurance on the management of key areas of
risk, and our approach addresses this by considering:

e the organisation’s risk assessment and maturity;

e the organisation’s response to key areas of governance, risk
management and control;

e the previous years’ internal audit activities; and

e the audit resources required to provide a balanced and comprehensive
view.

Our planning takes into account the NHS Wales Planning Framework and
other NHS Wales priorities and is mindful of significant national changes
that are taking place. In addition, the plan aims to reflect any significant
local changes occurring as identified through the Integrated Medium-Term
Plan (IMTP) and Annual Plan and other changes within the organisation,
assurance needs, identified concerns from our discussions with
management, and emerging risks.
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We will ensure that the plan remains fit for purpose by recommending
changes where appropriate and reacting to any emerging issues throughout
the year. Any necessary updates will be reported to the Audit & Risk
Assurance Committee in line with the Internal Audit Charter.

While some areas of governance, risk management and control will require
annual consideration, our risk-based planning approach recognises that it
is not possible to audit every area of an organisation’s activities every year.
Therefore, our approach identifies auditable areas (the audit universe). The
risk associated with each auditable area is assessed and this determines
the appropriate frequency for review.

In addition, we will, if requested, also agree a programme of work through
both the Board Secretaries and Directors of Finance networks. These audits
and reviews may be undertaken across all NHS bodies or a particular sub-
set, for example at Health Boards only.

Therefore, our audit plan is made up of a number of key components:

1) Consideration of key governance and risk areas: We have identified a
number of areas where an annual consideration supports the most efficient
and effective delivery of an annual opinion. These cover the Governance
and Board Assurance Framework, Risk Management, Clinical Governance
and Quality, Financial Sustainability, Performance Monitoring &
Management and an overall IM&T assessment. In each case we anticipate
a short overview to establish the arrangements in place including any
changes from the previous year with detailed testing or further work where
required.

2) Organisation based audit work - this covers key risks and priorities from
the Board Assurance Framework and the Corporate Risk Register together
with other auditable areas identified and prioritised through our planning
approach. This work combines elements of governance and risk
management with the controls and processes put in place by management
to effectively manage the areas under review.

3) Follow up: this is follow-up work on previous limited and no assurance
reports as well as other high priority recommendations. Our work here also
links to the organisation’s recommendation tracker and considers the
impact of their implementation on the systems of governance and control.

4) Work agreed with the Board Secretaries, Directors of Finance, other
executive peer groups, or Audit & Risk Assurance Committee Chairs in
response to common risks faced by a number of organisations. This may
be advisory work in order to identify areas of best practice or shared
learning.

5) The impact of audits undertaken at other NHS Wales bodies that impacts
on the Health Board, namely NHS Wales Shared Services Partnership
(NWSSP), Digital Health and Care Wales (DHCW), WHSSC and EASC.

6) Where appropriate, Integrated Audit & Assurance Plans will be agreed
for major capital and transformation schemes and charged for separately.
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Health bodies are able to add a provision for audit and assurance costs into
the Final Business Case for major capital bids.

These components are designed to ensure that our internal audit
programmes comply with all of the requirements of the Standards, supports
the maximisation of the benefits of being an all-NHS Wales wide internal
audit service, and allows us to respond in an agile way to requests for audit
input at both an all-Wales and organisational level.

2.3 Link to the Health Board’s systems of assurance

The risk based internal audit planning approach integrates with the Health
Board’s systems of assurance; therefore, we have considered the following:

e areview of the Board’s vision, values and forward priorities as outlined
in the Annual Plan and three year Integrated Medium Term Plan (IMTP);

e an assessment of the Health Board’s governance and assurance
arrangements and the contents of the corporate risk register;

e risks identified in papers to the Board and its Committees (in particular
the Audit & Risk Assurance Committee and the Quality and Safety
Committee);

e Kkey strategic risks identified within the corporate risk register and
assurance processes;

e discussions with Executive Directors regarding risks and assurance
needs in areas of corporate responsibility;

e cumulative internal audit knowledge of governance, risk management,
and control arrangements (including a consideration of past internal
audit opinions);

e new developments, service changes and escalation status;
e legislative requirements to which the organisation is required to comply;

e planned audit coverage of systems and processes provided through
NWSSP, DHCW, WHSSC and EASC;

e work undertaken by other supporting functions of the Audit & Risk
Assurance Committee including Local Counter-Fraud Services (LCFS)
and the Post-Payment Verification Team (PPV) where appropriate;

e work undertaken by other review bodies including Audit Wales and
Healthcare Inspectorate Wales (HIW); and

e coverage necessary to provide assurance to the Accountable Officer in
support of the Annual Governance Statement.

2.4 Audit planning meetings

In developing the Plan, in addition to consideration of the above, the Head
of Internal Audit has met and spoken with a number of Health Board
Executives, Senior Managers, UHB Chair, Audit Committee Chair and the
Director of Corporate Governance to discuss current areas of risk and
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related assurance needs. Meetings have been held, and draft planning
information shared, with the Director of Corporate Governance and the
Chair of the Audit & Risk Assurance Committee.

The Plan has been provided to the Health Board to ensure that Internal
Audit’s focus is best targeted to areas of risk.

3. Audit risk assessment

The prioritisation of audit coverage across the audit universe is based on
both our and the organisation’s assessment of risk and assurance
requirements as defined in the Board Assurance Framework and Corporate
Risk Register.

The maturity of these risk and assurance systems allows us to consider
both inherent risk (impact and likelihood) and mitigation (adequacy and
effectiveness of internal controls). Our assessment also takes into account
corporate risk, materiality or significance, system complexity, previous
audit findings, and potential for fraud.

4. Planned internal audit coverage

4.1 Internal Audit Plan 2023/24

The Plan is set out in Appendix A and identifies the audit assignments, lead
executive officers, outline scopes, and proposed timings. It is structured
under the six components referred to in section 2.2.

Where appropriate the Plan makes cross reference to key strategic risks
identified within the corporate risk register and related systems of
assurance together with the proposed audit response within the outline
scope.

The scope, objectives and audit resource requirements and timing will be
refined in each area when developing the audit scope in discussion with the
responsible executive director(s) and operational management.

The scheduling takes account of the optimum timing for the performance
of specific assignments in discussion with management, and Audit Wales
requirements if appropriate.

The Audit & Risk Assurance Committee will be kept appraised of
performance in delivery of the Plan, and any required changes, through
routine progress reports to each Committee meeting.

The majority of the audit work will be undertaken by our regionally based
teams with support from our national Capital & Estates team, in terms of
capital audit and estates assurance work, and from our IM&T team, in terms
of Information Governance, IT security and Digital work.

4.2 Keeping the plan under review

Our risk assessment and resulting Plan is limited to matters emerging from
the planning processes indicated above.

NWSSP Audit and Assurance Services 7
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Audit & Assurance Services is committed to ensuring its service focuses on
priority risk areas, business critical systems, and the provision of assurance
to management across the medium term and in the operational year ahead.
As in any given year, our Plan will be kept under review and may be subject
to change to ensure it remains fit for purpose.

Consistent with previous years, and in accordance with best professional
practice, an unallocated contingency provision has been retained in the Plan
to enable Internal Audit to respond to emerging risks and priorities
identified by the Executive Management Team or Audit & Risk Assurance
Committee and endorsed by the Audit & Risk Assurance Committee. Any
changes to the Plan will be based upon consideration of risk and need and
will be presented to the Audit & Risk Assurance Committee for approval.

Regular liaison with Audit Wales as your External Auditor will take place to
coordinate planned coverage and ensure optimum benefit is derived from
the total audit resource.

5. Resource needs assessment

The plan has been put together on the basis of the planning process
described in this document. The plan includes sufficient audit work to be
able to give an annual Head of Internal Audit Opinion in line with the
requirements of Standard 2450 - Overall Opinions.

Audit & Assurance Services confirms that it has the necessary resources to
deliver the agreed plan.

Provision has also been made for other essential audit work including
planning, management, reporting and follow-up.

If additional work, support or further input is necessary to deliver the plan
we will look to deliver it from within our resources. It is possible, in
exceptional cases, that an additional fee may be charged. Any change to
the plan will be based upon consideration of risk and need and presented
to the Audit & Risk Assurance Committee for approval.

The Standards enable Internal Audit to provide consulting services to
management. The commissioning of these additional services by the Health
Board, unless already included in the plan, is discretionary. Accordingly, a
separate fee may need to be agreed for any additional work.

Under the approach we have adopted since the formation of NWSSP we
charge for the specialist Capital & Estates work delivered as a part of the
agreed plan. For 2023/24, this additional charge is £24,683. In addition,
capital audit work in relation to any separately agreed Integrated Audit &
Assurance Plans will be included within the respective business case
submission and then charged for separately.

NWSSP Audit and Assurance Services 8
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6. Action required

The Audit & Risk Assurance Committee is invited to consider the Internal
Audit Plan for 2023/24 and:

e approve the Internal Audit Plan for 2023/24;

e approve the Internal Audit Charter; and

e note the associated Internal Audit resource requirements and Key
Performance Indicators.

James Johns

Head of Internal Audit
NHS Wales Shared Services Partnership

NWSSP Audit and Assurance Services 9
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Appendix A: Internal Audit Plan 2023/2024

Planned output

Risk Register
Reference

Outline Scope

Executive Lead

Outline

Governance Statement N/A N/A To provide commentary on key aspects | Corporate

of Board Governance to underpin the Governance

completion of the statement.
Governance - Targeted 1 Review evidence to support completed Corporate Q1/2
Intervention Actions actions. Governance

/CEO

Board Oversight 2 Review arrangement to assurance Corporate Q2

adequacy of board oversight of risks Governance

and challenges. /CEO
Quality and Safety 3 1195 Review updated Quality & Safety Nursing, Quality Q2
Governance Bronglais Governance arrangements at & Patient

operational levels across the UHB Experience
Quality and Safety - New 4 1195/1184 Review arrangements for compliance Nursing, Quality Q3/4
Quality Standards with new requirements. & Patient

Experience

TUEC - Discharge 5 1195/1184 Review systems in place for patient Director of Q2/3
Management discharges including actions since Operations

previous audit review.
Workforce Strategies - Site 6 1196/1219/1186/1406 | Review the workforce site stabilistaion Workforce & OD Q3
Stabilisation arrangement and the impact in arising

key workforce challenges and costs.

NWSSP Audit and Assurance Services 10
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Planned output Audit Risk Register Outline Scope Executive Lead Outline
Ref Reference Timing

Agency / Rostering 7 1219 To assess controls in place for agency Workforce & OD Q3/4
and rostering, including Allocate
System.

Financial Management 8 1432 /1199 Review the arrangements for the Director of Q3
financial planning, management, and Finance
savings /opportunities.

Transforming Urgent & 9 1027/1197 Review arrangements in place for the Director of Q2/3

Emergency Care management of key risks areas Operations
associated with the programme.

Records Management 10 1335 Review the UHB organisational strategic | Director of Q4
approach for records management Operations
including accessibility of medical
records.

Cleanliness / Cleaning 11 Review arrangements for compliance Director of Q4

Standards with requirements. Operations

Locum Medical Staff 12 Review arrangement for the control and | Medical Director Q3
management of the usage of locum
staff.

DolLS/LPS 13 Review arrangements for compliance Director of Q1/2
with requirements. Operations

Nice Guidance 14 1191 Review arrangements for compliance Medical Director Q1/2
with a sample of requirements.

Medicines Management 15 1191 Review controls in place for the Medical Director Q4
management of key risks areas

NWSSP Audit and Assurance Services 11
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Planned output

Audit
Ref

Risk Register
Reference

Outline Scope

Executive Lead

Outline
Timing

Services.

Mortuary Services 16 Undertake a joint review of the Director of Q2
arrangements in place between Operations
Swansea Bay and Hywel Dda UHBs to
support the effective provision of
mortuary services, ensuring compliance
with Human Tissue Authority
regulations.
Primary Care - Managed 17 Review arrangements for the provision | Director of Q4
Practices and management of managed Operations
practices.
Accelerated Cluster 18 Review controls in place for the Director of Q2/3
Development management of key risks areas Operations
Decarbonisation 19 To consider progress against the NHS Q3
Wales Decarbonisation Strategic
Delivery Plan and the UHB'’s
Decarbonisation Action Plan
(demonstrating how the UHB will
implement the Strategic Delivery Plan
initiatives). Following on from the
advisory review delivered in 2022/23,
the proposed scope will include
governance, strategy progress and
implementation.
Out of Hours Service 20 129 Review arrangements for the provision Director of Q4
and management of out of Hours Operations

NWSSP Audit and Assurance Services
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Planned output

Audit
Ref

Risk Register
Reference

Outline Scope

Executive Lead

Outline
Timing

Integrated localities 21 1198 Review arrangements in place for the Director of Q3/4
management of key risks areas Operations
associated with the programme.
Mental Health & LD service - 22 1032 Review controls in place for the Director of Q2
Timely Access management of key risks areas Operations
Elective Waiting List 23 1350/1407 Review controls in place for the Director of Q3
Management management of waiting lists in a Operations
sample of specialities including Cancer.
Emergency Planning 24 1433/1548/1559 Review controls in place for the Therapies Q2
management of key risks areas,
emergency planning including industrial
action and power outages.
IT/Digital - Cloud / azure 25 1196/1352 Review of the governance, plans and Finance Q2/3
migration - processes for migrating into Azure
IT Digital - Technical 26 1196/1352 Review of the enactment of technical Finance Q3
resilience resilience and awareness of fault
domains to ensure the HB is
maximising the potential for resilience
within the architecture.
Directorate Governance 27 Review of revised Directorate Operations. Q3/4
Arrangements Governance Structures.
Theatres 28 Review controls in place for the Operations Q2/3
management of key risks areas
including stock management.
NWSSP Audit and Assurance Services 13
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Planned output

Mental Health Contracting &
Commissioning

Audit
Ref

29

Risk Register
Reference

Outline Scope

Review of Mental Health Contracting
and Commissioning Arrangements.

Executive

Operations

Lead Outline
Timing

Q2

Action Plan Implementation.

Ongoing review of a sample of actions
from the recommendation tracker,
including external reviews and
inspections.

Corporate
Governance

Q1-4

Major Programme/Project
Provision

30

1196

A provision of time is included to enable
a mixed audit provision at the
programme and allow for pro-active
input and delivery of an interim audit
through the period. This will focus on a
major programme - HMWW, until this
moves to an Integrated Audit &
Assurance Plan when the business case
receives approval.

Director of
Planning

3/4

Estates Assurance - Estate
Condition

31

1196

Recognising the high profile afforded to
the condition of the NHS Estates and the
associated risks, focus during 2023/24
will be targeted to the Estate Condition.
The areas of review may include for
example, Estates Strategy, Scale of the
issue, Risk Exposure, Records
management, delivery of EFAB funding
and progress in addressing key risk
areas.

Director of
Operations

2/3

Integrated Audit & Assurance
Plans — Major Programmes

Project audits scheduled to be
progressed during 2023/24 currently
include:

NWSSP Audit and Assurance Services

14

17/32



15/29

Annual Internal Audit Plan:

April 2023

Planned output Audit

Ref

Risk Register
Reference

Outline Scope

Withybush General Hospital: Fire
Enforcement Works (BJC1)
Glangwili General Hospital Fire
Enforcement Works (BJC1)
Cross Hands Health and
Wellbeing Centre

Executive Lead

Outline

Timing

NWSSP Audit and Assurance Services
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Appendix B: Key performance indicators (KPI)

KPI SLA required Target
2023/24

Audit plan agreed/in draft v o

by 30 April 100%

Audit opinion delivered by v 100%

31 May

Audits reported versus total

planned audits (to at least v 95%

draft)

Audits delivered for each

Audit Committee in line - 80%

with agreed plan

Report turnaround fieldwork v o

to draft reporting [10 days] 95%

Report turnaround

management response to v o

draft report [15 working 80%

days minimum]

Report turnaround draft

response to final reporting v 95%

[10 days]

NWSSP Audit and Assurance Services
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Appendix C: Internal Audit Charter

1

1.1

1.2

1.3

2.2

2.3

Introduction

This Charter is produced and updated annually to comply with the
Public Sector Internal Audit Standards. The Charter is
complementary to the relevant provisions included in the
organisation’s own Standing Orders and Standing Financial
Instructions.

The terms ‘board’ and ‘senior management’ are required to be
defined under the Standards and therefore have the following
meaning in this Charter:

o Board means the Board of Hywel Dda University Health Board
with responsibility to direct and oversee the activities and
management of the organisation. The Board has delegated
authority to the Audit & Risk Assurance Committee in terms of
providing a reporting interface with internal audit activity; and

o Senior Management means the Chief Executive as being the
designated Accountable Officer for Hywel Dda Bay University
Health Board. The Chief Executive has made arrangements
within this Charter for an operational interface with internal
audit activity through the Board Secretary.

Internal Audit seeks to comply with all the appropriate requirements
of the Welsh Language (Wales) Measure 2011. We are happy to
correspond in both Welsh and English.

Purpose and responsibility

Internal audit is an independent, objective assurance and advisory
function designed to add value and improve the operations of Hywel
Dda University Health Board. Internal audit helps the organisation
accomplish its objectives by bringing a systematic and disciplined
approach to evaluate and improve the effectiveness of governance,
risk management and control processes. Its mission is to enhance
and protect organisational value by providing risk-based and
objective assurance, advice and insight.

Internal Audit is responsible for providing an independent and
objective assurance opinion to the Accountable Officer, the Board and
the Audit & Risk Assurance Committee on the overall adequacy and
effectiveness of the organisation’s framework of governance, risk
management and control. In addition, internal audit’s findings and
recommendations are beneficial to management in securing
improvement in the audited areas.

The organisation’s risk management, internal control and governance
arrangements comprise:

NWSSP Audit and Assurance Services 17
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2.4

3.2

= the policies, procedures and operations established by the
organisation to ensure the achievement of objectives;

» the appropriate assessment and management of risk, and the
related system of assurance;

» the arrangements to monitor performance and secure value for
money in the use of resources;

= the reliability of internal and external reporting and accountability
processes and the safeguarding of assets;

= compliance with applicable laws and regulations; and

= compliance with the behavioural and ethical standards set out for
the organisation.

Internal audit also provides an independent and objective consulting
service specifically to help management improve the organisations
risk management, control and governance arrangements. The service
applies the professional skills of internal audit through a systematic
and disciplined evaluation of the policies, procedures and operations
that management have put in place to ensure the achievement of the
organisations objectives, and through recommendations for
improvement. Such consulting work contributes to the opinion which
internal audit provides on risk management control and governance.

Independence and Objectivity

Independence as described in the Public Sector Internal Audit
Standards as the freedom from conditions that threaten the ability of
the internal audit activity to carry out internal audit responsibilities in
an unbiased manner. To achieve the degree of independence
necessary to effectively carry out the responsibilities of the internal
audit activity, the Head of Internal Audit will have direct and
unrestricted access to the Board and Senior Management, in
particular the Chair of the Audit & Risk Assurance Committee and
Accountable Officer.

Organisational independence is effectively achieved when the auditor
reports functionally to the Audit & Risk Assurance Committee on
behalf of the Board. Such functional reporting includes the Audit &
Risk Assurance Committee:

e approving the internal audit charter;
e approving the risk based internal audit plan;
e approving the internal audit resource plan;

e receiving outcomes of all internal audit work together with the
assurance rating; and

e reporting on internal audit activity’s performance relative to its
plan.

NWSSP Audit and Assurance Services 18
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3.3

3.4

3.5

3.6

4.2

4.3

4.4

4.5

While maintaining effective liaison and communication with the
organisation, as provided in this Charter, all internal audit activities
shall remain free of untoward influence by any element in the
organisation, including matters of audit selection, scope, procedures,
frequency, timing, or report content to permit maintenance of an
independent and objective attitude necessary in rendering reports.

Internal Auditors shall have no executive or direct operational
responsibility or authority over any of the activities they review.
Accordingly, they shall not develop nor install systems or procedures,
prepare records, or engage in any other activity which would normally
be audited.

This Charter makes appropriate arrangements to secure the
objectivity and independence of internal audit as required under the
standards. In addition, the shared service model of provision in NHS
Wales through NWSSP provides further organisational independence.

In terms of avoiding conflicts of interest in relation to non-audit
activities, Audit & Assurance has produced a Consulting Protocol that
includes all of the steps to be undertaken to ensure compliance with
the relevant Standards that apply to non-audit activities.

Authority and Accountability

Internal Audit derives its authority from the Board, the Accountable
Officer and Audit & Risk Assurance Committee. These authorities are
established in Standing Orders and Standing Financial Instructions
adopted by the Board.

The Minister for Health and Social Services has determined that
internal audit will be provided to all health organisations by the NHS
Wales Shared Services Partnership (NWSSP). The service provision
will be in accordance with the Service Level Agreement agreed by the
Shared Services Partnership Committee and in which the organisation
has permanent membership.

The Director of Audit & Assurance leads the NWSSP Audit and
Assurance Services and after due consultation will assign a named
Head of Internal Audit to the organisation. For line management (e.g.
individual performance) and professional quality purposes (e.g.
compliance with the Public Sector Internal Audit Standards), the Head
of Internal Audit reports to the Director of Audit & Assurance.

The Head of Internal Audit reports on a functional basis to the
Accountable Officer and to the Audit & Risk Assurance Committee on
behalf of the Board. Accordingly, the Head of Internal Audit has a
direct right of access to the Accountable Officer, the Chair of the Audit
& Risk Assurance Committee and the Chair of the organisation if
deemed necessary.

The Audit & Risk Assurance Committee approves all Internal Audit

NWSSP Audit and Assurance Services 19
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4.6

5.2

5.3

5.4

5.5

5.6

5.7

5.8

plans and may review any aspect of its work. The Audit & Risk
Assurance Committee also has regular private meetings with the
Head of Internal Audit.

In order to facilitate its assessment of governance within the
organisation, Internal Audit is granted access to attend any
committee or sub-committee of the Board charged with aspects of
governance.

Relationships

In terms of normal business the Accountable Officer has determined
that the Board Secretary will be the nominated executive lead for
internal audit. Accordingly, the Head of Internal Audit will maintain
functional liaison with this officer.

In order to maximise its contribution to the Board’s overall system of
assurance, Internal Audit will work closely with the organisation’s
Board Secretary in planning its work programme.

Co-operative relationships with management enhance the ability of
internal audit to achieve its objectives effectively. Audit work will be
planned in conjunction with management, particularly in respect of
the timing of audit work.

Internal Audit will meet regularly with the external auditor, Audit
Wales, to consult on audit plans, discuss matters of mutual interest,
discuss common understanding of audit techniques, method and
terminology, and to seek opportunities for co-operation in the
conduct of audit work. In particular, Internal Audit will make available
their working files to the external auditor for them to place reliance
upon the work of Internal Audit where appropriate.

The Head of Internal Audit will establish a means to gain an overview
of other assurance providers’ approaches and output as part of the
establishment of an integrated assurance framework.

The Head of Internal Audit will take account of key systems being
operated by organisation’s outside of the remit of the Accountable
Officer, or through a shared or joint arrangement, such as the Digital
Health and Care Wales, NHS Wales Shared Services Partnership,
WHSSC and EASC.

Internal Audit strives to add value to the organisation’s processes and
help improve its systems and services. To support this Internal Audit
will obtain an understanding of the organisation and its activities,
encourage two-way communications between internal audit and
operational staff, discuss the audit approach and seek feedback on
work undertaken.

The Audit & Risk Assurance Committee may determine that another
Committee of the organisation is a more appropriate forum to receive
and action individual audit reports. However, the Audit & Risk
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Assurance Committee will remain the final reporting line for all our
audit and consulting reports.

6 Standards, Ethics, and Performance

6.1 Internal Audit must comply with the Definition of Internal Auditing,
the Core Principles, Public Sector Internal Audit Standards and the
professional Code of Ethics, as published on the NHS Wales e-
governance website.

6.2 Internal Audit will operate in accordance with the Service Level
Agreement (updated 2021) and associated performance standards
agreed with the Audit & Risk Assurance Committee and the Shared
Services Partnership Committee. The Service Level Agreement
includes a number of Key Performance Indicators, and we will agree
with each Audit & Risk Assurance Committee which of these they
want reported to them and how often.

Scope

7.1 The scope of Internal Audit encompasses the examination and
evaluation of the adequacy and effectiveness of the organisation's
governance, risk management arrangements, system of internal
control, and the quality of performance in carrying out assigned
responsibilities to achieve the organisation's stated goals and
objectives. It includes but is not limited to:

= reviewing the reliability and integrity of financial and operating
information and the means used to identify measure, classify, and
report such information;

= reviewing the systems established to ensure compliance with
those policies, plans, procedures, laws, and regulations which
could have a significant impact on operations, and reports on
whether the organisation is in compliance;

= reviewing the means of safeguarding assets and, as appropriate,
verifying the existence of such assets;

= reviewing and appraising the economy and efficiency with which
resources are employed, this may include benchmarking and
sharing of best practice;

= reviewing operations or programmes to ascertain whether results
are consistent with the organisation’s objectives and goals and
whether the operations or programmes are being carried out as
planned;

= reviewing specific operations at the request of the Audit & Risk
Assurance Committee or management, this may include areas of
concern identified in the corporate risk register;

= monitoring and evaluating the effectiveness of the organisation's
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7.2

7.3

risk management arrangements and the overall system of
assurance;

= ensuring effective co-ordination, as appropriate, with external
auditors; and

= reviewing the Annual Governance Statement prepared by senior
management.

Internal Audit will devote particular attention to any aspects of the
risk management, internal control and governance arrangements
affected by material changes to the organisation’s risk environment.

If the Head of Internal Audit or the Audit & Risk Assurance Committee
consider that the level of audit resources or the Charter in any way
limit the scope of internal audit or prejudice the ability of internal
audit to deliver a service consistent with the definition of internal
auditing, they will advise the Accountable Officer and Board
accordingly.

Approach

To ensure delivery of its scope and objectives in accordance with the
Charter and Standards, Internal Audit has produced an Audit Manual
(called the Quality Manual). The Quality Manual includes
arrangements for planning the audit work. These audit planning
arrangements are organised into a hierarchy as illustrated in Figure
1.

Figure 1: Audit planning hierarchy

NHS Wales Level NWSSP overall audit Arrangements for provision of internal

strategy audit services across NHS Wales

Organisation Entity strategic 3-year Entity level medium term audit plan
Level audit plan linked to organisational objectives

Entity annual internal Annual internal audit plan detailing audit
audit plan engagements to be completed in year
ahead leadina to the overall HIA opinion

Business Unit Assignment plans Assignment plans detail the scope and
Level objectives for each audit engagement

within the annual operational plan

8.2

NWSSP Audit & Assurance Services has developed an overall audit
strategy which sets out the strategic approach to the delivery of audit
services to all health organisations in NHS Wales. The strategy also
includes arrangements for securing assurance on the national
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8.3

8.4

8.5

8.6

8.7

8.8

transaction processing systems including those operated by DHCW
and NWSSP on behalf of NHS Wales.

The main purpose of the Strategic 3-year Audit Plan is to enable the
Head of Internal Audit to plan over the medium term on how the
assurance needs of the organisation will be met as required by the
Standards and facilitate:

= the provision to the Accountable Officer and the Audit & Risk
Assurance Committee of an overall opinion each year on the
organisation’s risk management, control and governance, to
support the preparation of the Annual Governance Statement;

= audit of the organisation’s risk management, control and
governance through periodic audit plans in a way that affords
suitable priority to the organisation’s objectives and risks;

= improvement of the organisation’s risk management, control and
governance by providing management with constructive
recommendations arising from audit work;

= an assessment of audit needs in terms of those audit resources
which ‘are appropriate, sufficient and effectively deployed to
achieve the approved plan’;

« effective co-operation with external auditors and other review
bodies functioning in the organisation; and

= the allocation of resources between assurance and consulting
work.

The Strategic 3-year Audit Plan will be largely based on the Board
Assurance Framework where it is sufficiently mature, together with
the organisation-wide risk assessment.

An Annual Internal Audit Plan will be prepared each year drawn from
the Strategic 3-year Audit Plan and other information and outlining
the scope and timing of audit assignments to be completed during
the year ahead.

The strategic 3-year and annual internal audit plans shall be prepared
to support the audit opinion to the Accountable Officer on the risk
management, internal control and governance arrangements within
the organisation.

The annual internal audit plan will be developed in discussion with
executive management and approved by the Audit & Risk Assurance
Committee on behalf of the Board.

The NWSSP Audit Strategy is expanded in the form of a Quality
Manual and a Consulting Protocol which together define the audit
approach applied to the provision of internal audit and consulting
services.
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8.9 During the planning of audit assignments, an assignment brief will be
prepared for discussion with the nominated operational manager.
The brief will contain the proposed scope of the review along with the
relevant objectives and risks to be covered. In order to ensure the
scope of the review is appropriate it will require agreement by the
relevant Executive Director or their nominated lead and will also be
copied to the Board Secretary.

Reporting

9.1 Internal Audit will report formally to the Audit & Risk Assurance
Committee through the following:

e An annual report will be presented to confirm completion of the
audit plan and will include the Head of Internal Audit opinion
provided for the Accountable Officer that will support the Annual
Governance Statement.

e The Head of Internal Audit opinion will:

a) State the overall adequacy and effectiveness of the
organisation’s risk management, control and governance
processes;

b) Disclose any qualification to that opinion, together with the
reasons for the qualification;

c) Present a summary of the audit work undertaken to formulate
the opinion, including reliance placed on work by other
assurance bodies;

d) Draw attention to any issues Internal Audit judge as being
particularly relevant to the preparation of the Annual
Governance Statement;

e) Compare work actually undertaken with the work which was
planned and summarise performance of the internal audit
function against its performance measurement criteria; and

f) Provide a statement of conformity in terms of compliance with
the Public Sector Internal Audit Standards and associated
internal quality assurance arrangements.

e For each Audit & Risk Assurance Committee meeting a progress
report will be presented to summarise progress against the plan.
The progress report will highlight any slippage and changes in the
programme. The findings arising from individual audit reviews
will be reported in accordance with Audit & Risk Assurance
Committee requirements; and

e The Audit & Risk Assurance Committee will be provided with
copies of individual audit reports for each assignment undertaken
unless the Head of Internal Audit is advised otherwise. The
reports will include an action plan on any recommendations for
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improvement agreed with management including target dates for
completion.

9.2 The process for audit reporting is summarised below:

Following the closure of fieldwork and the resolution of any
queries, Internal Audit will discuss findings with operational
managers to confirm understanding and shape the reporting stage
through issue of a discussion draft report;

Operational management will receive discussion draft reports
which will include any proposed recommendations for
improvement within 10 working days following the closure of
fieldwork. Operational management will be required to respond to
the discussion draft report within 5 working days of issue.

The discussion draft report will give an assurance opinion on the
area reviewed in line with the criteria at Appendix B (unless it is
a consulting review). The discussion draft report will also indicate
priority ratings for individual report findings and
recommendations;

Following the receipt of comments on the discussion draft (for
factual accuracy etc), operational management will be required to
respond to the draft report in consultation with the relevant
Executive Director within 15 working days of issue, identifying
actions, identifying staff with responsibility for implementation
and the dates by which action will be taken;

Reminder correspondence will be issued to the Executive Director
and the Board Secretary 5 working days prior to the set response
date.

Where management responses are still awaited after the 20
working days deadline, or are of poor quality, the matter will be
immediately escalated to the Executive Director and copied to the
Board Secretary and Chair of the Audit & Risk Assurance
Committee.

If non-compliance continues, the Board Secretary and the Chair
of the Audit & Risk Assurance Committee will decide on the course
of action to take. This may involve the draft report being
submitted to the Audit & Risk Assurance Committee, with the
Executive Director being called to the meeting to explain the
situation and why no responses/poor responses have been
received;

Internal Audit issues a Final report to Executive Director within 10
working days of receipt of complete management response.
Within this timescale Internal Audit will quality assess the
responses, and if necessary return the responses, requiring them
to be strengthened.
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9.3

9.4

10

10.1

10.2

10.3

e Responses to audit recommendations need to be SMART:

»  Specific

» Measurable

> Achievable

> Relevant / Realistic
»  Timely.

The relevant Executive Director, Board Secretary and the Chair of the
Audit & Risk Assurance Committee will be copied into any
correspondence.

The final report will be copied to the Accountable Officer and Board
Secretary and placed on the agenda for the next available Audit &
Risk Assurance Committee.

Internal Audit will make provision to review the implementation of
agreed action within the agreed timescales. However, where there
are issues of particular concern provision maybe made for a follow-
up review within the same financial year. Issue and clearance of
follow up reports shall be as for other assignments referred to above.

Timescales are to be included in all initial scopes sent prior to
commencing an audit.

Access and Confidentiality

Internal Audit shall have the authority to access all the organisation’s
information, documents, records, assets, personnel and premises
that it considers necessary to fulfil its role. This shall extend to the
resources of the third parties that provide services on behalf of the
organisation.

All information obtained during the course of a review will be regarded
as strictly confidential to the organisation and shall not be divulged
to any third party without the prior permission of the Accountable
Officer. However, open access shall be granted to the organisation’s
external auditors.

Where there is a request to share information amongst the NHS
bodies in Wales, for example to promote good practice and learning,
then permission will be sought from the Accountable Officer before
any information is shared.

11 Irreqgularities, Fraud & Corruption

11.1

It is the responsibility of management to maintain systems that
ensure the organisation’s resources are utilised in the manner and on
activities intended. This includes the responsibility for the prevention
and detection of fraud and other illegal acts.
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11.2

11.3

12

12.1

12.2

Internal Audit shall not be relied upon to detect fraud or other
irregularities. However, Internal Audit will give due regard to the
possibility of fraud and other irregularities in work undertaken.
Additionally, Internal Audit shall seek to identify weaknesses in
control that could permit fraud or irregularity.

If Internal Audit discovers suspicion or evidence of fraud or
irregularity, this will immediately be reported to the organisation’s
Local Counter Fraud Service (LCFS) in accordance with the
organisation’s Counter Fraud Policy & Fraud Response Plan and the
agreed Internal Audit and Counter Fraud Protocol.

Quality Assurance

The work of internal audit is controlled at each level of operation to
ensure that a continuously effective level of performance, compliant
with the Public Sector Internal Audit Standards, is being achieved.

The Director of Audit & Assurance will establish a quality assurance
and improvement programme designed to give assurance through
internal and external review that the work of Internal Audit is
compliant with the Public Sector Internal Audit Standards and to
achieve its objectives. A commentary on compliance against the
Standards will be provided in the Annual Audit Report to the Audit &
Risk Assurance Committee.

12.3 The Director of Audit & Assurance will monitor the performance of the

13
13.1

13.2

14

internal audit provision in terms of meeting the service performance
standards set out in the NWSSP Service Level Agreement. The Head
of Internal Audit will periodically report service performance to the
Audit & Risk Assurance Committee through the reporting mechanisms
outlined in Section 9.

Resolving Concerns

NWSSP Audit & Assurance was established for the collective benefit
of NHS Wales and as such needs to meet the expectations of client
partners. Any questions or concerns about the audit service should
be raised initially with the Head of Internal Audit assigned to the
organisation. In addition, any matter may be escalated to the Director
of Audit & Assurance. NWSSP Audit & Assurance will seek to resolve
any issues and find a way forward.

Any formal complaints will be handled in accordance with the NWSSP
complaint handling procedure. Where any concerns relate to the
conduct of the Director of Audit & Assurance, the NHS organisation
will have access to the Managing Director of Shared Services.

Review of the Internal Audit Charter
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14.1 This Internal Audit Charter shall be reviewed annually and approved
by the Board, taking account of advice from the Audit & Risk
Assurance Committee.

Simon Cookson

Director of Audit & Assurance

NHS Wales Shared Services Partnership
February 2023
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