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Sefyllfa / Situation

The Audit and Risk Assurance Committee (ARAC) is requested to endorse the revised Risk
Management Framework, which aims to clearly set out the components that provide the
foundation and organisational arrangements for supporting risk management processes in
Hywel Dda UHB, prior to its submission to the Board for approval on 28" July 2022.

Cefndir / Background

Risk Management is the process which aims to help organisations understand, evaluate and
take action on all their risks with a view to increasing the probability of success and reducing
the likelihood of failure (Institute of Risk Management). It forms part of the overall governance
framework of the organisation.

The scope of a framework is the risk architecture, strategy and protocols. The risk architecture
sets out the roles and responsibilities of the individuals and committees that support the risk
management process. The risk strategy should set out the objectives that risk management
activities are seeking to achieve, and the risk protocols describe the procedures by which the
strategy will be implemented and risks are managed. This is built around and supports the risk
management process.

This is consistent with the concept of the risk management framework described in ISO 31000.
(ISO 31000, which is a generic risk management standard, provides principles, framework and
a process for managing risk, and can be used by any organisation, regardless of size, activity
or sector).
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Risk architecture Risk strategy

Roles, responsibilities, Risk strategy, appetite,
communication and risk attitudes and philosophy
reporting structure are defined in the risk
management policy

Risk management process

Risk protocols

Risk guidelines for the organisation and include the rules and
procedures, as well as the risk management methodologies, tools
and techniques that should be used

The Framework will help provide the mandate for embedding risk reporting in the Health
Board by clearly setting out roles and responsibilities of both individuals and committees in
one document.

Asesiad / Assessment

The review of the Risk Management Framework had been previously delayed due a number of
reasons, including changes to governance arrangements during the COVID-19 pandemic,
changes to the Committee structure and changes to the Board Assurance Framework and
Corporate Risk Register, which also needed to bed in. These changes, as well as comments
from the recent global consultation, are now reflected in the revised Risk Management
Framework, attached at Appendix 1.

As part of the recent global consultation, the Risk Management Framework has been shared
with Executive Directors and Senior Management/Risk Leads within the organisation.

The Risk Management Framework does not replace the current Risk Management Strategy
(which will be reviewed later this year) as the latter is a separate but essential component of the
Framework. This document primarily focuses on the risk architecture, the roles, responsibilities,
communication and risk reporting arrangements that support the risk management process, by
clearly setting out roles and responsibilities of both individuals and committees in one
document. The Framework also includes the suggested process for escalation of risk, and
acceptance of risks above UHB tolerance.

The revised Risk Management Framework, appended, reflects the current arrangements in
place to facilitate and maintain a risk-aware culture across the UHB. However, it is
anticipated that this may require further updating when the Once for Wales (OfW) system is
implemented.

Argymbhelliad / Recommendation

The Audit and Risk Assurance Committee is requested to endorse the Risk Management
Framework, prior to its submission to the Board for approval on 28" July 2022.

Amcanion: (rhaid cwblhau)

Objectives: (must be completed)

Committee ToR Reference: 3.1 The Committee shall review the adequacy of the

Cyfeirnod Cylch Gorchwyl y Pwyllgor: | UHB’s strategic governance and assurance
arrangements and processes for the maintenance of an
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effective system of good governance, risk management
and internal control, across the whole of the
organisation’s activities (both clinical and non-clinical)
that supports the achievement of the organisation’s
objectives.

Not applicable.

Governance, Leadership and Accountability

All Strategic Objectives are applicable

All Planning Objectives Apply

10. Not Applicable

Gwybodaeth Ychwanegol:

Further Information:

Legislation and national policy.
ISO 31000, 2018

ISO Guide 73, 2009

Explanation of terms is included within the body of the
policy.

As detailed in the assessment

Effaith: (rhaid cwblhau)
Impact: (must be completed)

Not applicable

Staff accessing written control documentation which is out
of date, no longer relevant or contradicts current guidance
may have a negative effect on the quality, safety and
experience of care. It may also lead to unwarranted
variation in care delivery
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http://www.wales.nhs.uk/sitesplus/documents/862/WBFGA%20Annual%20Report%202018-2019%20English.pdf
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Not applicable

The presence of written control documentation on the
intranet, outside of the Policies, Procedures and other
Written Control Documentation intranet webpage, may
result in staff accessing documents which are out of date,
no longer relevant, or contradicting current guidance.

It is essential that the HDAUHB has up to date policies
and procedures in place.

Not applicable

Not applicable

An equality impact assessment has been undertaken for
the policy.
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HYWEL DDA UNIVERSITY HEALTH BOARD

Summary of document:
This document aims to set out the components that provide the foundation and organisational
arrangements for supporting risk management processes in Hywel Dda UHB.

Scope:

This framework applies to all UHB staff, contractors and other third parties working within the
UHB. Managers at all levels within the UHB must take an active lead to ensure that risks are
managed effectively and that a risk aware culture across the UHB is facilitated / maintained.

To be read in conjunction with:
156 - Risk Management Strateqy and Policy (opens in a new tab)
674 - Risk Assessment Procedure (opens in a new tab)

Patient information:
Include links to Patient Information Library

Owning group:
Audit and Risk Assurance Committee (ARAC)
Date signed off by owning group

Executive Director job title:
Steve Moore — Chief Executive

Reviews and updates:
1.0 — New Policy
2.0 — Full Review including.additional risk escalation process

Keywords
Risk, Risk Management, RM, Risk Management Framework

Glossary of terms

UHB - University,Health Board

RASP - Risk Architecture, Strategy and Protocols
BAF - Board Assurance Eramework

CRR - Corporate Risk Register

CEO - Chief Executive Officer

ARAC - Audit and Risk Assurance Committee

RM - Risk Management

SRO - Senior'Reporting Officer

QSEC - Quality, Safety and Experience Committee

Term Definition

Risk The effect of uncertainty on objectives. Note that an effect may be
positive, negative, or a deviation from the expected. Also, a risk is
often described as an event, a change in circumstance or a
consequence. (International Organisation for Standardisation (1SO)
Guide 73, 2009)
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Risk management

The process which aims to help organisations understand, evaluate
and take action on all their risks with a view to increasing the
probability of success and reducing the likelihood of failure. (The
Institute of Risk Management)

Risk management

Set of components that provide the foundations and organisational

framework arrangements for designing, implementing, monitoring, reviewing
and continually improving risk management processes throughout
the organisation. (ISO Guide 73, 2009)

Risk appetite The amount and type of risk that an organisation is willing to pursue

or retain (ISO Guide 73, 2009)

Risk tolerance

The organisation’s readiness toear a risk after risk treatment in
order to achieve its objectives: (ISO Guide 73,,2009)

Risk owner

The person with the authority and accountability:tosmanage the
risk. (ISO Guide 73, 2009)

Risk exposure

The level of risk that the organisation is exposed, eitherin regard to
an individual risk or the cumulative exposure to the risks faced by
the organisation

ISO 31000, 2018

Generic risk management standardy which provides principles,
framework and a processifor managing, risk, which can be used by
any organisation, regardless ofisize, activity or sector

ISO Guide 73, 2009

Provides the definitions of generic'terms related to risk
management.

Hazard risks

“Pure” nisks facing the @rganisation, which result in negative
outcemesiandydisrupt nopmal operations / service delivery

Opportunity risks

Risk that is associated with the benefit of speculative opportunities
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Introduction

The Institute of Risk Management defines risk management as ‘the process which aims to help
organisations understand, evaluate and take action on all their risks with a view to increasing
the probability of success and reducing the likelihood of failure’. Risk management has become
increasingly more important in recent times because of high profile corporate failures,
increasing stakeholder expectations and the impact of global events such as COVID-19. As well
as supporting better decision making and improved efficiency, risk management can also
provide greater assurance to stakeholders.

Any risk management initiative must add value to the organisation. In short, risk management
activities should be designed to achieve the best possible outcomes and reduce uncertainty of
outcomes. A successful risk management process (and framework)should be:

Proportionate to the level of risk within the organisation;
Aligned to other business activities, e.g. planning;
Comprehensive, systematic and structured;

Embedded within business procedures and protocols;
Dynamic, iterative and responsive to change.

Risk management should be embedded. into the University Health Board’s (UHB) business and
strategic planning, change managemeént processes, day to day operations and compliance
activities. If used successfully, ‘risk managementienhances strategic planning and prioritisation,
assists in achieving objectives and strengthens the ability to be agile to respond to the
challenges faced.” (The Orange Book, 2020).

Policy statement
This policy aims to set out the components that provide the foundation and organisational
arrangements for supporting risk management processes in Hywel Dda UHB.

Scope

This framework applies to all UHB staff and Independent Members, contractors, other third
partiesiworking within'the UHB"and those who work in partnership with the UHB. All managers,
(working in clinical as well as non-clinical/corporate functions/services within the UHB) must
take an active lead to ensure that risks are managed effectively and drive the development of a
risk aware culture within the UHB.

Aim
The aim of this decumentis to:
¢ set out the components that provide the foundation and organisational arrangements for
supporting risk management processes in Hywel Dda UHB.

The overall aim of risk management is to:

¢ Ensure conformity with applicable rules, regulations and mandatory obligations;

e Provide assurance to the Board and the Audit and Risk Assurance Committee (ARAC) that
risk management and internal control activities are proportionate, aligned, comprehensive,
embedded and dynamic;

e Support decision-making through risk based information; and

Policy ref: 608 Page 5 of 25 Version No: 2.0
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e Provide effective and efficient strategy, operations and compliance activities.

Objectives
The aim of this document will be achieved by the following objectives:
e Managers and staff to be aware of this policy and its implications, and adhere to its
principles in carrying out their duties.

Risk Management Framework

An organisation will describe its framework for supporting risk management by way of the risk
architecture, strategy and protocols (RASP) that it is built around and,supports the risk
management process. It sets out the roles and responsibilities of the individuals and
committees that support the risk management process. 4The risk strategy should set out the
objectives that risk management activities are seeking to achieve, and the'risk protocols
describe the procedures by which the strategy willbe implemented and risks‘are,managed.

Risk architecture Risk strategy
Roles, responsibilities, Risk strategy, appetite,
communication and risk attitudes and philosophy
reporting structure are defined in the risk
management policy

Risk management process

Risk protocols

Risk guidelines for the organisation and include the rules and
procedures, as well as the risk management methodologies, tools
and techniques that should be used

Fundamentals of Risk Management (2020)

Risk Management Process

Risk management should be a continuous process that supports the development and
implementation of the strategy of the UHB. It should methodically address all the risks
associated with all the activities of the UHB (including the influence of external factors (e.g. third
party partnerships)), such as strategy, operational activities and compliance with
legislation/standards. This will include identifying the potential for events that constitute threats
to success, opportunities for benefit or an increased degree of uncertainty.

The risk management process can be presented as a list of coordinated activities as illustrated
below:
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Risk Assessment
—— ]
Risk
Identification
———
Risk
Analysis
B
Risk
Evaluation

e

MONITORING & REVIEW

%

RECORDING & REPORTING

(1SO 31000, 2018)

e that current controls can be

s recorded via the Datix Risk Module and reported via a risk

ill provide an agreed, standardised approach to recording of the
en identified through the risk assessment process, ownership of
those risks, and will also serve as a record of the control activities that are currently undertaken
to manage or mitigate the risk. It will also provide a record of the additional actions that are
proposed to improve ‘control’ of risks (i.e., to treat the risk further), including responsibility and
timescales for implementation. The Datix Risk Module allows us to provide risk registers
reporting at different levels (Corporate, Directorate and Service level), as well as reporting of
similar types of risks for oversight by specialist areas and functions within the UHB such as
Workforce.

All recorded risks on Datix are exported to the UHB Risk Performance Dashboard on a
fortnightly basis. The UHB Risk Performance Dashboard offers all managers a more dynamic
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and accessible way of reviewing risks, and provides reliable performance data in an easily
accessible format using Power Business Intelligence (Bl).

A well-constructed and dynamic risk registers at the heart of a successful risk management
process. In order for risk management to be effective and make a significant contribution to the
organisation, the risk register needs to become a document that drives changes and
improvements. Therefore, it can sometimes be better to think of the risk register as a ‘risk
management action plan’.

As such, risk registers are used to provide assurance that risks are being managed
appropriately and effectively. This is undertaken through formal monitoring and scrutiny
processes by the UHB’s Committee structure who will seek assurfance on behalf of the Board
(see section ‘Committee Duties and Responsibilities (2" line df defehce )

Risks can be recorded on different levels of risk registersidepending on the type and severity of
risk, as per the following sections below:

e Board Assurance Framework (BAF)
e Corporate Risk Register (CRR)
e Operational Risk Register (ORR)
- Directorate Level Risks
- Service Level Risks
¢ Project/Programme Risk Registers

Board Assurance Framework (BAF)

The BAF enables the Board to foeus,on those risks which may compromise the achievement of
strategic objectives. The BAF provides a structure and process to enable the organisation to
focus on its principal risks. It will also highlight any key controls that have been put in place to
manage the risk, sources\of evidencerornassurance, and any gaps requiring further action. The
BAF is more than a risk register as it provides evidence through ‘assurance’ on the achievement
of the UHB's strategic objectives. It should support effective decision-making and inform Board
agendas in addition to providing assurance on the system of internal control.

The Executive Team has responsibility to discuss and agree the BAF and any amendments, to
ensure there is appropriate scrutiny“and challenge of principal risks prior to the BAF being
submitted to the Board. This will include:

o Ensuring existing prineipal risks have been updated by the risk owners and reflect the current
position;

o Considering closure or de-escalation of any principal risks to operational risk registers; and

o Agree the submission of any new principal risks.

It is in the interests of the Executive Team to work collectively to manage these principal risks to
ensure that the strategic objectives are delivered within the agreed timescales, thus increasing
the UHB’s probability of success and reducing the likelihood of failure.

Principal risks are closely aligned to the UHB planning process to ensure the Board is aware of
the risks to achieving objectives when approving its plan.
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The Board has delegated some of its role of scrutiny of the assurances on the BAF to its
Committees to make the most appropriate and efficient use of expertise. Therefore, these
Committees must also ensure that assurance reports relevant to the principal risks are received
and scrutinised, and an assessment made as to the level of assurance it provides, taking into
account the validity and reliability (i.e. source, timeliness, methodology behind its generation
and its compatibility with other assurances). This enables the Board to place greater reliance
on assurances if they are confident that they have been robustly scrutinised by one of its
Committees. It also provides Board with greater confidence about the likely achievement of
strategic objectives, as well as providing a sound basis for decision-making. It is the role of
Committees to challenge where assurances, in respect of any component, are missing or
inadequate. Any gaps are escalated to the Board.

Corporate Risk Register (CRR)

The CRR is a log of significant risks that have beenddentified from a top down and bottom up
approach. These are significant risks that affectsihe organisation's ability to achieve its
planning objectives (linked to directorate objectives)yand significant operational risks affecting
the delivery healthcare services in the 'here and now'. The Executive Team is responsible for
approving the escalation of operational risks on the CRR, and subsequent de-escalation/closure
of risks on the CRR (see appendix 1 and appendix 2).

Whilst each Director will be responsible for the ewnership of risk(s) and identifying current
controls and developing action plans, it will be the role of\Executive Team, at its formal monthly
Executive Risk Group meetingpto review controls and ensurexappropriate action plans are in
place, which might include the development and‘agreement of corporate risk management
strategies to manage.risk(s). It willalso be the role of the Executive Team to recommend to the
Board the ‘acceptance’ of those risks that cannot be brought within the Board'’s risk appetite
through the CRR report and/or Committee update reports to Board. The Board must be
provided with assurance that everything that can be done, has been done to reduce the risk and
that there are effective plans and controls in place to manage the situation should the risk
materialise. This will help limit'damage, control loss and contain costs for the UHB. Whilst a
risk may be accepted by the Board,,the risk owner must ensure that the current control
measures will be regularly reviewed tovensure they remain effective. This process is outlined in

appendix 4

The Executive Team should/also use risk information, including discussions from Committees,
to inform prioritisation of resources and decision-making, i.e. by ensuring risk information is fed
into different business,processes within the UHB such as capital planning, budget planning,
workforce planning, etc.

Each risk on the CRR has been mapped to a Board level Committee to ensure that risks on the
CRR are managed appropriately, taking account of gaps, planned actions and tolerances, and
provide assurance to the Board through their update report to the Board on the management of
these risks. The Executive Risk Owner is responsible for discussing acceptance of risk above
UHB tolerance level with the Executive Team, before being presented to the relevant
Board/Committee for approval.
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Operational Risk Registers (ORR)

The operational risk registers should include operational risks associated with:

. the achievement of directorate or service objectives;

o the day to day operation of the directorate or service, i.e., delivering a safe and sustainable
service for patients; and

o any legislation or standards that the directorate or service should be compliant with.

Operational risks are mostly identified by a bottom up approach. In the UHB there are two risk
register levels (service and directorate level). The majority of operational risks are identified
initially at service level and escalated to directorate level when affecting directorate objectives
and delivery, or risk treatments are outside the delegation of the service.

Service Level Risks

e Service level risks are risks which affect a service;

e The Head of Service/Departmental Manager Is responsible for approvingithe inclusion
and closure of operational risks on to the&ervice risk register, as well as highlighting risks
to the relevant Executive Director (or Director/General Manager for the Operations
Directorate) for possible escalation or request for,.aceeptance of risk above UHB
tolerance (see appendix 2);

e The relevant Executive Directof (or Director/General Manager for the Operations
Directorate) is responsible for approving service levelrisks being escalated to directorate
level (see appendix 2);

e The Executive Risk Owner is responsible for agreeing acceptance of service level risks
above UHB tolerange andireporting this decision tothe Executive Team, as well as
presenting any service level risks to the Executive Team for approval for inclusion on to
the CRR (see_ dppendix 1).

Directorate Level Risks

o Directorate level risks are any risks that affect the directorate and its objectives, or
risks that have been escalated from service level (see appendix 1);

o( The relevant Executive Director (or Director/General Manager for the Operations
Directorate) is responsible for approving the inclusion and closure of operational risks
onto the directorate risk register, de-escalation to the service level risk register,
highlighting risks for pessible escalation to CRR or request for acceptance of risk above
UHB tolerance (see appendix 2);

e The Executive Risk‘Owner is responsible for presenting any Directorate level risks to the
Executive Teamdor approval for inclusion on to the CRR;

o The Executive Risk Owner is responsible for agreeing acceptance of directorate level risks
above UHB tolerance level and reporting this decision to the Executive Team. The decision
will also be reported to the relevant Board/Committee through the operational/corporate
risk report.

Risks identified within operational risk registers are aligned by the management leads to a
formal Committee or Sub-Committee, which will provide assurance through the parent
Committee (e.g., QSEC) to the Board that operational risks are being identified, assessed and
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managed effectively. Further details can be found in the section on ‘Board Committees’ and
‘Sub-Committees’ below.

Project/Programme Risk Registers

Every project or programme should maintain a risk register. Those projects or programmes
managed through the organisational project and programme management tool have risk
registers included by default, on which risks to that project or programme can be reported
before being transferred or managed. Project risk management is concerned with the risks
embedded within delivery of the project or programme (i.e. delivering the project or programme
on time, within budget and within specification), and aims to reduce the variance between
anticipated outcomes and actual results.

A project risk register should be populated and updated regularly througheut the duration of the
project and should help prioritise risk management activity. Project/programme risks are
managed/reviewed outside of the Datix system by the relevant Senior Respansible Officer
(SRO). Risks are reported through project group«isk registers, and other groups with
responsibility for project oversight (e.g. Capital Sub Committee), to provide assurance on the
management of the risks and the delivery of relevant capital@nd digital projects funded by
discretionary and all Wales capital. Where a project/proagramme has the ability to impact on
operational activity i.e. business continuitypthese should be reported within the project risk
register for the SRO and transferred to 'Datix befere being recorded as closed, to ensure that all
risks are captured and managed appropriately.

Risk Escalation

Risks should be manageéd by the risk.owner, or the person appointed by the risk owner.
However there may_ be circumstances where the ability to manage a risk may exceed the
authority of the risk ' owner. These are some circumstances which may lead to risks being
escalated:

o Risk.is abovetelerance level and there is'nothing that the risk owner can do to reduce it to
within tolerance;

o Risk treatments are outside ofithe delegation of the risk owner; or

o A risk that is shared by other areas of the organisation where risk treatment cannot be
agreed.

Where significant risks have been identified which are deemed challenging to manage,
consideration should begiven for the escalation of these risks to the next level of responsibility
for additional risk action e.g. a service level may be considered for escalation to directorate
level. This could include decisions for additional resources, increased oversight, review and
acceptance of risk. Further guidance on risk escalation, which has been approved by the
Executive Team, is outlined in appendix 1 and appendix 2.

Risk Architecture

Risk architecture is the organisational arrangements for risk management detailing the roles,
responsibilities and the lines of communication for reporting on risk management.
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The Three Lines of Defence Model
The UHB operates a ‘Three Lines of Defence’ model that outlines the principles for the roles,
responsibilities and accountabilities for risk management as outlined below:

o r r
1st LINE OF DEFENCE 2 | INE OF DEFENCE 3 | INE OF DEFENCE

Functions that own & Functions that Functions that provide
manage risks oversee or specialise in risk independent assurance
management

+ Operational management have
responsibility for day to day risk : :
management , ig, identifies, * Risk management & compliance
assesses, controls and mitigates functions (inc. specialist risk
risks. functions, i.e. H&S, Business

: : Planning, Quality, financial Control,
Operational management design security, WOD, etc).

controls within systems & processes

Internal Audit

Assess effectiveness of 1st &
2nd line of defence & provides
independent assurance on the
overall effectiveness of the
These functions provide the
oversight for risk and the tools,
systems & advice to support 1st
line of defence.

framework, risk management
and control

Risk reporting through operational
Idirectorate structures providing
management assurance that risks are
identified, assessed, controls are

implemented and progress is Risk Reporting through board
reported. committee structures.

Advise on potential control
strategies and the design of
controls.

EXTERNAL AUDIT/REGULATOR

N/
4

(based on IIA, 2013)

control is the first line of defence in risk
ance oversight functions established by
f defence, and independent assurance is the third. Each of

d accountability for setting the organisation’s objectives, defining
2ctives, and establishing governance structures and processes to
plishing those objectives.

ities are further outlined in section ‘Individual Responsibilities (15t
ion ‘Internal Audit (3™ line of defence)’ below.

These roles and re
line of defence)’ to se

Responsibilities

Individual Responsibilities

Risk management is the responsibility of all staff. The following sections define the
expectations of particular roles.
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Chief Executive Officer
The Chief Executive Officer (CEO), as Accountable Officer, is responsible for systems of
internal control and implementing the policies set by the Board. The CEO also has overall
accountability for risk management within the UHB and as such is responsible for the annual
signing of the Accountability Report including the Governance Statement, as well as devolving
responsibility for the management of risk to relevant Executive Directors in accordance with
the scheme of delegation.

Board Secretary
The Board Secretary is the delegated lead for ensuring that the UHBshas an effective risk
management framework in place to inform planning and decision-making within the UHB.

Assistant Director of Assurance and Risk
The Assistant Director of Assurance and Risk will support the Board Secretary to ensure that
the UHB has an effective risk management framework infplace and is responsible for:

Developing and maintaining the BAF and the CRR for the Board;

Facilitating a risk-aware culture within Hywel Dda UHB;

Developing the risk management framework and strategy;

Developing the risk appetite statement and acceptable risk tolerance levels;
Undertaking an assessment of the UHB’s risk maturity; and

Ensuring risks are reported, monitored and scrutinised by the Board and its Committee
structure.

Head of Assurance and Risk

The Head of Assurance and.Risk is responsible forthe development of an effective risk
management process and framework. The Head of Assurance and Risk will support the
Assistant Director of ASsurance and Risk with'the responsibilities listed in section ‘Assistant
Director of Assuranée and Risk’ above, as well as:

o Implementing the risk management framework and strategy, including the risk appetite
and tolerance levels across the organisation;

Establishing and implementing internal risk procedures and guidelines;

Co-ordinating risk management activities;

Strengthening operational risk management arrangements; and

Providing training, information and support to staff and managers.

Executive Directors
Executive Directors have responsibility for the ownership and management of principal
(strategic) risks and eperational risks within their portfolios. These responsibilities include:

Promoting a risk-aware culture within their directorate;
Identifying strategic (principal) risks associated with the delivery of strategic objectives;
Identifying new and escalating risks for inclusion on the corporate risk register;
Ensuring there are processes in place within their Directorate to
—  Approve risks emerging from services/departments to be included on the directorate
level risk register(s);
—  Oversee the co-ordination, updating and validation of risk registers from
services/departments within their directorate;
- Communicate and monitor risks within their directorates; and
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Ensuring that the directorate risk management processes are managed in accordance
with the UHB Framework.

Lead Executive Directors, as risk owners, are responsible for managing risks to an acceptable
level and if this is not possible, to report the acceptance of risk above the UHB tolerance level
to the Board, or appropriate Board level Committee, depending on the level of the risk (See

appendix 1).

Managers

Managers, working in clinical as well as corporate functions/servicesgtake the lead on risk
management and set an example through visible leadership of their staff. These responsibilities
include:

Taking responsibility for managing risk;

Ensuring that risks are assessed that are:

- Identified within the working activities carried out within their management control;

- Identified within the environment within their control;

- Reported from the staff within their management control.

ldentifying and managing risks that cut across delivery areas;

Discussing risks on a regular basis with staff and through discussions at meetings to help
improve knowledge about the risk faced; increasing the visibility of risk management and
moving towards an action focussed approach.;

o Ensuring risks are updated regularly,and acted upon;

o Communicating downwards what the top risks are;

o Reporting and escalating risks from the\front line.

o Linking risk to discussions on finance, ‘and stopping or slowing down non-priority areas or
projects to reducesisk as well as staying within budget, demonstrating a real appetite for
setting priorities;

o Ensuring staffiare suitably trained in risk management;

o Monitoring mitigating actions and.ensuring action owners are clear about their roles and
what they need to achieve;

o Ensuring that'people are not blamed for identifying and escalating risks, and fostering a
culture, which“enceurages them to take responsibility in helping to manage them;

o Ensuring that risk'management is included in appraisals and development plans where
appropriate; and

o Ensuring the adoptioniand operation of the risk management framework across their work
area.

Staff

All staff are responsible for:

Identifying and reporting hazards, risks and opportunities they may encounter within the
working activities and environment:

To their manager if the hazard, risk or opportunity is within their department;

To another manager if outside their department.
Reporting incidents and near misses;
Ensuring visitors and contractors comply with procedures; and
Contributing to the management of risks and opportunities within the scope of their
activities and environment.
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Specialist Risk Management Functions

These functions provide part of the second line of defence in respect of managing risks. The
second line of defence consists of activities covered by several components of internal
governance and relate to a number of functions within the UHB (health and safety, workforce,
finance, risk management, quality, IT and other control departments). They provide the tools,
information, knowledge and support to assist the first line of defence (operational management)
manage risks.

This line of defence monitors and facilitates the implementation of effective risk management
practices by operational management and assists the risk ownersdn reporting adequate risk
related information up and down the organisation. These are usually management functions
that may have some degree of objectivity, however are not entirely independent from the first
line.

Independent Members

Independent Members have an important role in risk management within the'UHB. This role is
restricted to seeking assurance on the robustness of processes and the effectiveness of
controls through constructive, robust and effective 'challenge to Executive Directors'and senior
management. It is not appropriate for Independent Members to be involved in the management
of individual risks, but to understand and,question risk on an informed and ongoing basis.

Additionally, Independent Members chair\Boardilevel committees, and in line with the relevant
committee Terms of Reference, which provide assurance to the Beard that risks within its remit
are being managed effectively by the risk awners, and repert anyareas of concern, to the
Board.

Committee Duties & Responsibilities

Effective risk management requires a reporting‘and review structure to ensure that risks are
effectively identified and,assessed‘and that appropriate controls and responses are in place.
Appendix 3 sets out process for'monitoring risks through Board & Committee Structure.

The Board
The Board maintains overall accountability for effective risk management, and will have
responsibility for the following key duties:

o Approving the UHB’s framework'and strategy for risk and assurance;

o Proactively determining and refreshing its risk appetite to underpin strategy, decision
making and\the allocation of resources, and ensure the right focus on risk management
and reporting within the organisation;

o Setting the UHB’stolerance for risk and deciding what level of risk is acceptable;

o Agreeing strategic objectives and seeking assurance on the management of associated
risks included in the BAF, reviewing its achievement against these objectives, and using
this Framework as a dynamic tool to drive the board agenda;

o Reviewing the principal risks set out in the BAF, and those risks above tolerance in the risk
categories for which the Board has agreed the lowest risk tolerance; and

o Regularly receive assurance that principal and corporate risks are being managed
effectively.
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The behaviour and culture of the Board are key determinants of the Board’s performance.
Independent Members and Executive Directors must constructively challenge each other in
respect of risk to enable the UHB to maximise its opportunities and manage any threats to the
achievement of its purpose, aims and objectives. The Board should have it in mind that it is
the first line regulator on behalf of the public, and should be confident at all times that they
understand and are alerted to any significant failures in controls or gaps in assurance (NHS
Confederation, 2009).

The Audit and Risk Assurance Committee

The Audit and Risk Assurance Committee (ARAC) is responsible for overseeing risk
management processes across the organisation and will have agparticular focus on seeking
assurance that effective systems are in place to manage risksthat'the,organisation has an
effective framework of internal controls to address risks, and that the ‘effectiveness of that
framework is regularly reviewed.

The Committee is responsible for monitoring the assurance environment and challenging the
build-up of assurance on the management of key risks across the year, ensuring that the
Internal Audit Plan is based on providing assurance that contrels are in place and'¢can be relied
on and reviewing the internal audit plan in year as the risk profiles change. The Committee will
also take on responsibility for considering and recommending to the Board approval of the Risk
Management Framework.

ARAC will receive annual reports on Committee’s agtivities foronward submission to the Board.
These reports will provide assurance that‘Committees have reviewed risks that are aligned to
them to ensure that they arerbeing managed appropriately and,that the risk management
framework and process.i$ effective.

Board Committees
Board Committees are responsiblefor:

o Seeking assurance onnmanagement of corporate risks on CRR and providing assurance to
the Board thatyrisks are being managed effectively and report areas of significant concern,
e.d., limited assurance, where risk appetite is being exceeded, lack of action;

o Review corporate‘and directorate-level risks over tolerance and where appropriate
recommend the acceptance of risks that cannot be brought within the UHB’s risk appetite
tolerance;

o Identify through discussions any new/emerging risks and ensure these are assessed by
management;

o Signpost any risks out of its remit to the appropriate UHB Committee;

o Use risk registers.to inform meeting agendas to seek assurance on management of risks
and the systems.in place to provide assurance;

o Receive assurance through Sub-Committee Update Reports and other management group
reports that risks relating to their areas are being effectively managed; and

o Provide annual reports to ARAC on the effectiveness of management of risks within its
remit.
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Sub-Committees
Sub-Committees are responsible for:

. Scrutinising appropriate directorate level risks over tolerance within their remit either
through standard operational risk reports, through reports from services or assurance
reports requested by the Sub-Committee;

o Gaining assurance that the risks are being appropriately managed, effective controls are in
place and planned additional controls are being implemented;

o |dentifying, through discussions, new risks emerging risks and ensure these are assessed
by management;

o Providing assurance to the parent committee that risks are being managed effectively and
report risks which have exceeded tolerance through Sub-Committee Update Reports;

o Signposting any risks out of its remit to the appropriate WHB Committee or Sub-
Committee; and

o Using risk registers to inform meeting agendas;

Executive Team

The Executive Team collectively share responsibility for agreeing the risks on the ERR and the
BAF prior to submission to the Board, to ensure there. is appropriate scrutiny and challenge of
principal risks, the current controls and assurances andithed@ctions to address any gaps in
these. The Executive Team have a pivotal role as a second line of defence, to determine risk
management strategies for the more ¢hallenging risks that threaten the UHB’s operations.

It is also the role of the Executive Team to agree that.risks are being managed to an acceptable
level, balancing priorities, resources and therisk to the UHB, and reeommend this course of
action to the Board. The Beardimust be provided with assuranee that everything that can be
done, is being done, to reduce the risk, and that'there are effective plans and controls in place
to manage the situation should the risk materialise. This will help limit damage, control loss and
contain costs for the UHB.

Whilst a risk may be accepted by the Boardjthe risk owner must ensure that the current control
measures willlbesregularly reviewed to ensure they remain effective and efficient. This process
is outlined in"Appendixd.

Theg&xecutive Team will use risk'infermation to inform prioritisation of resources, improve the
decision-making process and feed into different business processes, i.e. IMTP/annual planning,
budget planning, capital planning, etc.

Directorate Risk Management Arrangements
All directorates must havethe necessary arrangements in place for good governance, quality,
safety and risk management. This includes the:

Identification, assessment and control of risks;

o Preparation and maintenance of an up to date directorate risk register;

o Monitoring and review of directorate risks, including the controls and management action,
in line with guidance;

o Communication of risk information to relevant parties, e.g. those who are impacted or
those responsible for using the controls; and

o Use of directorate risk registers to inform decision-making and allocation of resources.
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Internal Audit
The relationship between risk management and Internal Audit is critically important. Risk
management is concerned with the assessment of risk and the identification of existing and
additional controls whereas it is Internal Audit’s role to evaluate these controls and test their
efficiency and effectiveness. Internal audit are the 3™ line of defence, and should maintain
independence from the management of risks. Evaluation of controls is undertaken through the
Internal Audit programme of work. The Head of Internal Audit will:

o Provide an overall opinion each year to the Accountable Officer of the organisation’s risk
management, control and governance, to support the preparation ef the Governance
Statement;

o Focus the internal audit work on the significant risks, as identified by management, and
auditing the risk management processes across the organisation;

o Audit of the organisation’s risk management, control and governance through operational
audit plans in a way which affords suitable priorityto the organisation’s,objectives and
risks; and

o Provide assurance on the management of riSk and improvement of the organisation’s risk
management, control and governance by providing line management with
recommendations arising from audit work.

Closing risks

A risk can be closed once it has been successfully managed or mitigated, to within the tolerance

level set by the UHB (based on the domain and current risk score), it has been accepted or is
within tolerance set by the WHBypeor the risk ‘has materialised and. therefore has become an
issue. Closing a risk is afformal process to which information on the risk being closed is
documented.

Risk Strategy
The UHB has_a Risk Management Strategy in place that sets out its risk management policy
statementy'its current,risk appetite and objectives in respect of risk management.

The Board is responsible for approving the Risk Management strategy and is available on the
UHB'website and staff intranet site via,the following link:

https://hdaufAb.nhs.wales/abouttus/governance-arrangements/policies-and-written-control-
documents/polieies/risk-management-strategy-and-policy/ (opens in a new tab)

Risk Protocols

Risk protocols are the means by which the risk management strategy and architecture are
delivered in practice and are the operational procedures and practices to put into effect the full
range of activities within the risk management framework.

There is an information portal on the staff intranet
https://nhswales365.sharepoint.com/sites/HDD _Corporate Governance/SitePages/Risk.aspx
(opens in new tab) where the following procedures, guidance, tools and templates can be
accessed.

o Risk Strategy and Policy
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o Risk Management Process

. Risk Assessment Procedure and flowchart
o Risk Scoring Matrix

. Risk Assessment Form

Training

Knowledge of how to identify, assess and manage risk is essential to the successful embedding
and maintenance of effective risk management.

Specific training is provided to the Board and included as part of the Board’s development
programme.

Risk management training is provided to staff who are responsible for entering and managing
risks on the Datix Risk Module by the Assurance and Risk:Team.

Managers are required to assess the training needs‘of their staff regularly and specify the level
of training staff require. This can be:

o Basic risk management awareness including risk.assessment; and
o Management of risk for risk owners and/or risk management leads.

Review of the effectiveness'of the Risk Management Framework
The UHB’s risk management arrangements are reviewedvannually as part of the Wales Audit
Office’s Structured Assessmeéntprocess.

The UHB will also undertake an assessment of its risk maturity.
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Appendix 1 — Escalation and Acceptance of Risk above UHB Tolerance

The risk management system includes the opportunity for escalation through the levels of risk
management. Risks should be managed by the risk owner, or the person appointed by the risk owner.
There may however be circumstances where the ability to manage a risk may exceed the authority of
the risk owner.

Where significant risks have been identified which are deemed challenging to manage, consideration
should be given for the escalation of these risks to the next level of responsibility for additional risk
action. These could include decisions for additional resources, increased oversight, review, acceptance
of risk), and also allows for it to be considered against other risks at'that level in terms of its potential
individual and cumulative impact(s) e.g. helicopter perspective across the\directorate/corporate/etc.
This allows for a higher level of authorisation to sanction the continued tolerance of increasingly higher
levels of risk.

Risks which may need to be escalated (not an exhaustive list) — judgement'is required:

o Risk is above tolerance level and there is nothing that the risklowner can do to reduce it to within
tolerance;

Risk treatments are outside of the delegation of the risk owner;

A risk that is shared by other areas of the,organisation where risk treatment cannot be agreed.
Significant threat to achievement of Health-Board objectives or targets;

Assessed to be of significant concern (current risk score may-be\'extreme’).

It is the responsibility of the management lead to escalate a risk via,the appropriate management
structure. It will then be the reésponsibility of the next level of management to make a decision if further
risk treatments can be implemented, ifiescalation is required, or if the risk may be required to be
accepted above the UHB tolerance level.

Risks that are escalated to'the level‘above (e.gsa service level risk escalated to directorate level, or a
directorate levelrisk.escalated to‘corporate level) should remain within the risk profile of the level that is
responsible for the'management of the risk. For example, a service may have a risk profile/register that
includes risks at corporate, directorate,and service level, and a directorate may have a risk
profile/register that includes‘risks at corporate and directorate level.

Risks can be de-escalated when the higher level is satisfied with the management of the risk, e.g. the
risk has been reduced, the risk has been accepted above tolerance level and there is no further benefit
of higher-level oversight (see table below).

There may be circumstances where there is no alternative other than to accept a risk above the
tolerance level set by the ' UHB, (for example no further actions can be taken by the UHB to reduce the
risk, or it is not proportionate to reduce the risk taking into account current capacity/resources
available). It is the responsibility of risk owners to highlight such risks to the Head of Service/
Departmental Manager/Director in order that it is evaluated to determine if it will be formally accepted
above UHB tolerance level (see appendix 4). Where a judgement is made to request accepting a risk
above UHB tolerance, the relevant Director/General Manager must obtain support by the Executive
Risk Owner.
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Once the Executive Risk Owner agrees to accept a risk above UHB tolerance level, the risk decision on
Datix will be noted as ‘Tolerate’. The rationale for tolerating the risk will be added, as well as including
the ‘Date of Decision’ on Datix. The Executive Risk Owner will report the decision to accept the risk
above UHB tolerance level to the Executive Team, as well as reported to the appropriate
Board/Committee through the operational/corporate risk reports (with the exception of service level
risks, see table below). The risk will remain noted as ‘Tolerate’ on Datix for a maximum of six months
(earlier review of the risk may be required if the risk is determined to have,worsened during this period),
at which point it must be reviewed to establish if risk treatment can nowsbe made, or any further
escalation required.

The review and monitoring arrangements for each level of risk are as follows:

Risks Identification, Management Monitoring, Formal Committee Acceptance
management Oversight and Review Assurance Reporting, of risks
and review of Arrangements Oversight and Scrutiny | above UHB
risks tolerance
Principal risks Executive Risk Executive Team Board and Board level Board**
Owner / Committees
Management
Lead
Corporate risks Executive Risk Executive Team Board and Board level Board**
Owner / Committees
Management
Lead
Directorate risks Management Directorate Lead and/or local | Board Committees Board
Lead Directorate management/ including Quality Committee™*
governance meetings * Governance meetings
Service Risks Management Service/Department Lead N/A — only Directorate Executive
Lead and/or local management/ level risks are reported Director
governance meeting * through Health Board
Committee structure

*Reporting at directorate and,servicelLevelon. risk is the responsibility of risk owners

**Executive RiskilOwner must-agree acceptance of risk above UHB tolerance, and report this decision
to the Executive Team. The decision will also be reported to the relevant Board/Committee through the
operational/corporate risk report.

Please note: Project/programme risks are managed/reviewed outside of the Datix system by the
relevant Senior Responsible Office (SRO).
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Appendix 2 — Risk Registers

STRATEGIC :
(PRINCIPAL) #Includes PRINCIPAL risks that affect the organisation's I
ability to achieve its strategic objectives I REPORTED TO BOARD TO PROVIDE
RISKS *The Executive Team is responsible for reviewing the BAF ASSURANCE ON MANAGEMENT OF
and agreeing closure of risks and the inclusion of new I
PRINCIPAL risks on the BAF PRINCIPAL & CORPORATE RISKS
I WITH OVERSIGHT & MONITORING

BY BOARD ASSURANCE
—————— — —_—_——_ - - - — — — — — — — — ] comMMTTEES, EG, QSEC, ETC

#Includes any significant risks that affects the organisation's
ability to achieve its planning objectives and to deliver
healthcare services in the 'here and now!'

*The Executive Team is responsible for approving the
inclusion of OPERATIONAL risks on to the Corporate Risk

I
I
I_
Register. I
I
I
I
I
I
I
I
I
I
I

REVIEWED AND MONITORED
THROUGH DIRECTORATE
JSERVICE MANAGEMENT
OPERATIONAL #Includes any OPERATIONAL risks that affect the Directorate COMMITTEE STRUCTURES,
and its objectives AND REPORTED THROUGH

BOARD COMMITTEE
STRUCTURE FOR OVERSIGHT
& SCRUTINY

RISKS »The Executive Director is responsible for approving the
inclusion of OPERATIONAL risks onto a Directorate Risk
Register (in the Operations Directorate this is the
responsibility of the Directors/General Managers)

sIncludes any risks which affects a service

»The Head of Service/Departmental Manager is responsible
for approving the inclusion and closure of OPERATIONAL
risks on to a Service Risk Register

— .

Please note: Project/programme risks are managed/reviewed outside of the Datix system by the relevant Senior Responsible Office (SRO), and are reparted through
project group risk registers and other groups with responsibility for aversight e.g. Capital, Estates, IM&T Sub Committee to provide assurance on capital projects.

Policy ref: 608 Page 23 of 25 Version No: 2.0
Risk Management Framework

23/25 27/29



Appendix 3 — Committee Reporting Structure

Reporting to provide
= Assurance >

Monitors actions &
scrutinises controls

Overall responsibility for risk management
Approve framework and strategy for risk

Determine its risk appetite to underpin strategy, decision making and the allocation of resources, and ensure the right focus on
risk management and reporting within the organisation

Set the Health Board’s tolerance for risk and deciding what level of risk is acceptable

Agree strategic objectives and reviews the Board Assurance Framework, including delivery of planning objectives, principal

risks and agreed outcome measures
Review the Corporate Risk Register

BOARD

\ 4

%

EXECUTIVE TEAM

Identify and approve new/escalated risks for
inclusion on CRR and those to be de-escalated
Monitor and review corporate risks affecting the
delivery of the ‘here and now’ (monthly)
Monitors and agrees principal risks to the
achievement of the Health Board’s strategic
objectives (bi-monthly)

Develop risk management strategies for the more
challenging risks that threaten the Health Board’s
strategic and planning objectives, operational
delivery and compliance.

Use risk information to inform prioritisation of
resources, decision-making, feed into different
business processes, ie budget planning, capital
planning, etc

Discuss and review the Health Board’s risk
appetite and tolerance levels prior to Board
approval

Reviews Risk Management Strategy and other
risk related policies and procedures
Champions and promotes risk management
practices, embedding risk culture throughout
organisation

Reviews organisation’s risk maturity

ARAC

¢ Seek assurance on the effectiveness of the risk
management processes & framework of internal
control

e Recommend Board approval of the Risk
Management Framework & Strategy

e Agree internal and external audit plans to gain
assurances on the controls in the BAF/CRR

¢ Oversight of the adequacy of assurance of
principal risks and ensuring Internal Audit Plan is
aligned to BAF/CRR

e Seek assurance of management of risks
exceeding appetite and tolerance on the CRR

¢ Receives risk maturity assurance report

A
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DIRECTORATE RISK
MANAGEMENT

e Identify, assess and control risks

e Have process in place for escalation/de-escalation of

service/directorate risks

e Prepare & maintain up to date directorate risk register

e Monitor & review directorate risks, including the
controls and management action, in line with
guidance

e Use directorate risk register to inform decision-

making, agree priorities and allocation of resources

e Use risk registers to inform meeting agendas

]
BOARD COI\IIIMITTEES

o Seek assurance on the management of corporate risks on the CRR and provide

assurance to the Board that risks are being managed effectively & report areas of

significant concern, eg, where risk appetite is exceeded, lack of action.

Review corporate and operational risks over tolerance & where appropriate

recommend the ‘acceptance’ of risks that cannot be brought within the Health Board’s

risk appetite/ tolerance

Provide annual reports to ARAC on the effectiveness of the risk management process

and management of risks within its remit

o |dentity through discussions any new/emerging risks & ensure these are assessed by
management

» Signpost any risks out of its remit to the appropriate UHB Committee/Sub-
Committee/Group

o Use risk registers to inform meeting agendas

t

SUB-COMMITTEES

e Scrutinise operational risks within their remit either through receiving the standard
operational risk report, Service Reports or Assurance Reports
e Gain assurance that the risks are being appropriately managed, effective controls

\ 4

are in place and planned additional controls are being implemented
¢ |dentity through discussions new risks emerging risks & ensure these are assessed
by management

¢ Provide assurance to parent Committee that risks are being managed effectively
and report risks which have exceeded tolerance through Update Reports

e Signpost any risks out of its remit to the appropriate Health Board Committee/Sub-
Committee/Group

e Use risk registers to inform meeting agendas
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Appendix 4 — Risk Evaluation (accepting a risk)

No

(™

No
Does the Risk
Owner have
the resources
(financial,

No

(™

Is the risk within

Can the activity

rise to a higher

people, etc) to
reduce this risk

giving rise to to within risk
the risk be tolerance/risk
terminated appetite?
without giving

Escalate risk
through
management
structures to next
level.

Does this level
have the ability to
agree additional
risk management
strategies to reduce
the risk, ie, invest
resources to bring
this risk within
tolerance?

risk?

tolerance for
this type of
risk?

NB Refer to

Risk Appetite
and Tolerance

Statement

Yes l!:
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Yes l !

Yes %

Stop the
activity

Risk Owner to
continue to treat
the risk to bring
within tolerance

Management decision to
continue to treat the risk to
bring it in line with risk
appetite OR not to treat the
risk, ie, not take any further
action to reduce/mitigate risk

Policy ref: 608
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No

Yes

1

Does this level agree
that there are No
sufficient controls in
place to mitigate the
impacts of the risk if
it does materialise,
ie, have we taken all
possible action to Yes
reduce the level of
loss, limit the
damage and contain
costs to the UHB?

Risk Owner to
continue to treat the
risk to bring within
tolerance

Version No:

Risk Management Framework

Feedback to Risk Owner to take
the appropriate actions to
mitigate impacts of risk

Risk to be accepted as per table
below and escalation guidance
in appendix 1 and reported on

Datix. When requesting
acceptance of risks, Risk
Owners must set out current
controls and their effectiveness,
and reasons why no further
action can be taken, and
assurance that the UHB is
prepared, as far as reasonably
practicable, if risk materialises.

Risks Acceptance of
risks above HB
tolerance

Principal Board**

risks

Corporate Board**

risks

Directorate | Board

risks Committee**

Service Executive

Risks Director

** Executive Risk Owner must
agree acceptance of risk above
UHB tolerance, and report this
decision to the Executive Team.
The decision will also be
reported to the relevant
Board/Committee through the
operational or corporate risk
report.
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