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1. EXECUTIVE SUMMARY
1.1 Purpose of this Report

Hywel Dda University Health Board’s (Health Board) Board is accountable
for maintaining a sound system of internal control that supports the
achievement of the organisation’s objectives and is also responsible for
putting in place arrangements for gaining assurance about the
effectiveness of that overall system. A key element in that flow of assurance
is the overall assurance opinion from the Head of Internal Audit.

This report sets out the Head of Internal Audit Opinion together with the
summarised results of the internal audit work performed during the year.
The report also includes a summary of audit performance and an
assessment of conformance with the Public Sector Internal Audit
Standards.

As a result of the continued impact of COVID-19 our audit programme has
been subject to change during the year. In this report we have set out how
the programme has changed and the impact of those changes on the Head
of Internal Audit opinion.

1.2 Head of Internal Audit Opinion 2021-22 (Draft)

The purpose of the annual Head of Internal Audit opinion is to contribute to
the assurances available to the Chief Executive as Accountable Officer and
the Board which underpin the Board’s own assessment of the effectiveness
of the system of internal control. The approved Internal Audit plan is
focused on risk and therefore the Board will need to integrate these results
with other sources of assurance when making a rounded assessment of
control for the purposes of the Annual Governance Statement. The overall
opinion for 2021/22 is that:

The Board can take Reasonable
Assurance that arrangements to secure
governance, risk management and internal

control, within those areas under review, are
‘ suitably designed and applied effectively.

Some matters require management
attention in control design or compliance

with low to moderate impact on residual risk
exposure until resolved.

Reasonable
assurance

1.3 Delivery of the Audit Plan

Due to the considerable impact of COVID-19 on the Health Board, the
internal audit plan has needed to be agile and responsive to ensure that

NWSSP Audit and Assurance Services 3



4/32

Final Head of Internal Audit Opinion & Annual Report 2021/2022 May 2022

key developing risks are covered. As a result of this approach, and with the
support of officers and independent members across the Health Board, the
plan has been delivered substantially in accordance with the agreed
schedule and changes required during the year, as approved by the Audit
& Risk Assurance Committee (the ‘Committee’). In addition, regular audit
progress reports have been submitted to the Committee. Although changes
have been made to the plan during the year, we can confirm that we have
undertaken sufficient audit work during the year to be able to give an
overall opinion in line with the requirements of the Public Sector Internal
Audit Standards.

The Internal Audit Plan for 2021/22 year was initially presented to the
Committee in April 2021. Changes to the plan have been made during the
course of the year and these changes have been reported to the Audit &
Risk Assurance Committee as part of our regular progress reporting.

There are, as in previous years, audits undertaken at NWSSP, DHCW,
WHSSC and EASC that support the overall opinion for NHS Wales health
bodies (see section 3).

Our latest External Quality Assessment (EQA), conducted by the Chartered
Institute of Internal Auditors (in 2018), and our own annual Quality
Assurance and Improvement Programme (QAIP) have both confirmed that
our internal audit work continues to ‘generally conform’ to the requirements
of the Public Sector Internal Audit Standards for 2021/22. For this year, as
in 2020/21, our QAIP has considered specifically the impact that COVID-19
has had on our audit approach and programmes. We are able to state that
our service ‘conforms to the IIA’s professional standards and to PSIAS.’

1.4 Summary of Audit Assignments

This report summarises the outcomes from our work undertaken in the
year. In some cases, audit work from previous years may also be included
and where this is the case, details are given. This report also references
assurances received through the internal audit of control systems operated
by other NHS Wales organisations (again, see section 3).

The audit coverage in the plan agreed with management has been
deliberately focused on key strategic and operational risk areas; the
outcome of these audit reviews may therefore highlight control weaknesses
that impact on the overall assurance opinion.

Overall, we can provide the following assurances to the Board that
arrangements to secure governance, risk management and internal control
are suitably designed and applied effectively in the areas in the table below.

Where we have given Limited Assurance, management are aware of the
specific issues identified and have agreed action plans to improve control
in these areas. These planned control improvements should be referenced
in the Annual Governance Statement where it is appropriate to do so.

NWSSP Audit and Assurance Services 4
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In addition, and in part reflecting the impact of COVID-19, we also
undertook a number of advisory and non-opinion reviews to support our
overall opinion. A summary of the audits undertaken in the year and the
results are summarised in table 1 below.

Table 1 - Summary of Audits 2021/22

e IT Back Ups e HTA Compliance

e Workforce Planning e Single Tender Actions

e Performance Management & ¢ Women & Child Health Directorate
Reporting Governance

e NIS Directives e Medical Staff Recruitment

e Organisational Values & e Waiting List Risk Management

Staff Wellbeing e Mental Health & Learning
e Risk Management & Board Disabilities Directorate
Assurance Framework Governance

e Prince Phillip Hospital Directorate
Governance

¢ Planning Objectives and Recovery
Plan

e Therapies Directorate Governance
e Financial Management & Reporting
e IM&T MH PAS Follow up

e Use of Consultancy Follow up

e Waste Management

e Primary Care Clusters

e Women and Children Capital
Scheme

e Nurse Staffing Act
e Partnership Governance Follow up
e Infection Prevention & Control

e Welsh Language Standards e Field Hospital Decommissioning

e Use of Consultancy e Discharge Processes

e IM&T Mental Health Patient e Records Management
Administration System (MH
PAS)

e Tritech Governance

e Bank Staff Overpayment
e Blackline Reconciliation Process

NWSSP Audit and Assurance Services 5
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e Non Clinical Temporary
Staffing

e Prevention of Self Harm

N/A

Please note that our overall opinion has also taken into account both the
number and significance of any audits that have been deferred during the
course of the year (see section 5.7) and also other information obtained
during the year that we deem to be relevant to our work (see section
2.4.2).

2. HEAD OF INTERNAL AUDIT OPINION

2.1 Roles and Responsibilities

The Board is collectively accountable for maintaining a sound system of
internal control that supports the achievement of the organisation’s
objectives and is responsible for putting in place arrangements for gaining
assurance about the effectiveness of that overall system.

The Annual Governance Statement is a statement made by the Accountable
Officer, on behalf of the Board, setting out:

e how the individual responsibilities of the Accountable Officer are
discharged with regard to maintaining a sound system of internal
control that supports the achievement of policies, aims and
objectives;

e the purpose of the system of internal control, as evidenced by a
description of the risk management and review processes, including
compliance with the Health & Care Standards; and

e the conduct and results of the review of the effectiveness of the
system of internal control including any disclosures of significant
control failures, together with assurances that actions are or will be
taken where appropriate to address issues arising.

The Health Board’s risk management process and system of assurance
should bring together all of the evidence required to support the Annual
Governance Statement.

In accordance with the Public Sector Internal Audit Standards (PSIAS), the
Head of Internal Audit (HIA) is required to provide an annual opinion, based
upon and limited to the work performed on the overall adequacy and
effectiveness of the organisation’s framework of governance, risk
management and control. This is achieved through an audit plan that has
been focussed on key strategic and operational risk areas and known
improvement opportunities, agreed with executive management and

NWSSP Audit and Assurance Services 6
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approved by the Audit Risk & Assurance Committee, which should provide
an appropriate level of assurance.

The opinion does not imply that Internal Audit has reviewed all risks and
assurances relating to the Health Board. The opinion is substantially derived
from the conduct of risk-based audit work formulated around a selection of
key organisational systems and risks. As such, it is a key component that
the Board takes into account but is not intended to provide a
comprehensive view.

The Board, through the Audit Risk & Assurance Committee, will need to
consider the Head of Internal Audit opinion together with assurances from
other sources including reports issued by other review bodies, assurances
given by management and other relevant information when forming a
rounded picture on governance, risk management and control for
completing its Governance Statement.

2.2 Purpose of the Head of Internal Audit Opinion

The purpose of the annual Head of Internal Audit opinion is to contribute to
the assurances available to the Accountable Officer and the Board of Hywel
Dda University Health Board which underpin the Board’s own assessment
of the effectiveness of the organisation’s system of internal control.

This opinion will in turn assist the Board in the completion of its Annual
Governance Statement and may also be taken into account by regulators
including Healthcare Inspectorate Wales in assessing compliance with the
Health & Care Standards in Wales, and by Audit Wales in the context of
both their external audit and performance reviews.

The overall opinion by the Head of Internal Audit on governance, risk
management and control results from the risk-based audit programme and
contributes to the picture of assurance available to the Board in reviewing
effectiveness and supporting our drive for continuous improvement.

2.3 Assurance Rating System for the Head of Internal
Audit Opinion

The overall opinion is based primarily on the outcome of the work
undertaken during the course of the 2021/22 audit year. We also consider
other information available to us such as our overall knowledge of the
organisation, the findings of other assurance providers and inspectors, and
the work we undertake at other NHS Wales organisations. The Head of
Internal Audit considers the outcomes of the audit work undertaken and
exercises professional judgement to arrive at the most appropriate opinion
for each organisation.

A quality assurance review process has been applied by the Director of
Audit & Assurance and the Head of Internal Audit in the annual reporting

NWSSP Audit and Assurance Services 7
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process to ensure the overall opinion is consistent with the underlying audit
evidence.

We take this approach into account when considering our assessment of
our compliance with the requirements of PSIAS.

The assurance rating system based upon the colour-coded barometer and
applied to individual audit reports remains unchanged. The descriptive
narrative used in these definitions has proven effective in giving an
objective and consistent measure of assurance in the context of assessed
risk and associated control in those areas examined.

This same assurance rating system is applied to the overall Head of Internal
Audit opinion on governance, risk management and control as to individual
assignment audit reviews. The assurance rating system together with
definitions is included at Appendix B.

The individual conclusions arising from detailed audits undertaken during
the year have been summarised by the assurance ratings received. The
aggregation of audit results gives a better picture of assurance to the Board
and also provides a rational basis for drawing an overall audit opinion.
However, please note that for presentational purposes we have shown the
results using the eight assurance domains that were used to frame the audit
plan at its outset (see section 2.4.2).

2.4 Head of Internal Audit Opinion

2.4.1 Scope of opinion

The scope of my opinion is confined to those areas examined in the risk-
based audit plan which has been agreed with senior management and
approved by the Audit and Risk Assurance Committee. The Head of Internal
Audit assessment should be interpreted in this context when reviewing the
effectiveness of the system of internal control and be seen as an internal
driver for continuous improvement. The Head of Internal Audit opinion on
the overall adequacy and effectiveness of the organisation’s framework of
governance, risk management, and control is set out below.

The Board can take reasonable assurance that
arrangements to secure governance, risk

‘ management and internal control, within those areas
under review, are suitably designed and applied

effectively. Some matters require management

- + attention in control design or compliance with low to

Yellow moderate impact on residual risk exposure until
resolved.

Reasonable
Assurance

This opinion will need to be reflected within the Annual Governance
Statement along with confirmation of action planned to address the issues
raised. Particular focus should be placed on the agreed response to any
Limited Assurance opinions issued during the year and the significance of
the recommendations made (of which there were six audits in 2021/22).

NWSSP Audit and Assurance Services 8
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2.4.2 Basis for Forming the Opinion

The audit work undertaken during 2021/22 and reported to the Audit & Risk
Assurance Committee has been aggregated at Section 5.

The evidence base upon which the overall opinion is formed is as follows:

e An assessment of the range of individual opinions and outputs arising
from risk-based audit assignments contained within the Internal
Audit plan that have been reported to the Audit & Risk Assurance
Committee throughout the year. In addition, and where appropriate,
work at either draft report stage or in progress but substantially
complete has also been considered, and where this is the case then
it is identified in the report. This assessment has taken account of the
relative materiality of these areas and the results of any follow-up
audits in progressing control improvements (see section 2.4.3).

e The results of any audit work related to the Health & Care Standards
including, if appropriate, the evidence available by which the Board
has arrived at its declaration in respect of the self-assessment for the
Governance, Leadership and Accountability module.

e Other assurance reviews which impact on the Head of Internal Audit
opinion including audit work performed at other organisations (see
Section 3).

e Other knowledge and information that the Head of Internal Audit has
obtained during the year including cumulative information and
knowledge over time; observation of Board and other key committee
meetings; meetings with Executive Directors, senior managers and
Independent Members; the results of ad hoc work and support
provided; liaison with other assurance providers and inspectors;
research; and cumulative audit knowledge of the organisation that
the Head of Internal Audit considers relevant to the Opinion for this
year.

As stated above, these detailed results have been aggregated to build a
picture of assurance across the Health Board.

In reaching this opinion we have identified that the majority of reviews
during the year concluded positively with robust control arrangements
operating in some areas.

From the opinions issued during the year, six were allocated Substantial
Assurance, eighteen were allocated Reasonable Assurance and six were
allocated Limited Assurance. No reports were allocated a ‘no assurance’
opinion. In addition, five advisory or non-opinion reports were also issued.

In addition, the Head of Internal Audit has considered residual risk
exposure across those assignments where limited assurance was reported.
Further, the Head of Internal Audit has considered the impact where audit
assignments planned this year did not proceed to full audits following
preliminary planning work and these were either: removed from the plan;

NWSSP Audit and Assurance Services 9
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removed from the plan and replaced with another audit; or deferred until a
future audit year. The reasons for changes to the audit plan were presented
to the Audit & Risk Assurance Committee for consideration and
approval. Notwithstanding that the opinion is restricted to those areas
which were subject to audit review, the Head of Internal Audit has
considered the impact of changes made to the plan when forming their
overall opinion.

A summary of the findings is shown under the eight sections below.

Corporate Governance, Risk Management and Regulatory Compliance

We have undertaken one audit in this area, along with a review of the
Governance Statement.

The audit of the Risk Management and Board Assurance Framework
concluded that the Health Board has an effective corporate risk
management process in place, incorporating a robust Board Assurance
Framework aligned to strategic objectives.

A review of the Governance Statement highlighted that its description of
arrangements was considered to be consistent with our knowledge of the
UHB, through the audit work performed in the Internal Audit plan and a
review of other organisational information.

Strategic Planning, Performance Management & Reporting

We have undertaken three audits in this area.

The audit of Performance Management & Reporting identified that the
Health Board had made a number of developments to its arrangements
during the last year and the audit concluded positively with Substantial
Assurance given.

The audit of the Annual Plan & Planning Objectives concluded with
Reasonable Assurance.

The follow up audit of Partnership Governance identified that many of the
recommendations had been actioned by management with Reasonable
Assurance being given.

Financial Governance and Management

We have undertaken five audits in this area at the Health Board, including
one in year follow up audit and one non opinion review. In addition to the
Health Board work, the audits of the national financial systems operated at
NWSSP have been completed.

The audit of Financial Management & Reporting concluded positively with
Reasonable Assurance.

NWSSP Audit and Assurance Services 10
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An audit of the Use of Consultancy identified a number of key findings and
was given Limited Assurance. A follow up audit was undertaken later in
the year and noted management had taken prompt action in addressing
the findings from the earlier audit with Reasonable Assurance given to the
follow up audit.

The audit of Single Tender Actions concluded with Reasonable although the
report identified areas where controls required strengthening.

In addition to this we have completed a non-opinion review on the Blackline
reconciliation system.

The audits of the payment systems provided by NWSSP, which we audit
each year to provide assurance to the Health Board all concluded with
positive assurance. The primary care contractor payment systems audit
was given Substantial Assurance, with the audits of and Accounts Payable
and Payroll receiving Reasonable Assurance.

Quality & Safety

We have undertaken four audits in this area, three being given Reasonable
Assurance and one limited Assurance.

The audits of Nurse Staffing Act, HTA Compliance and Infection Prevention
and Control concluded positively with Reasonable Assurance, although
some areas for improvement were recommended in each audit.

During the year management request that an audit of Prevention of Self
Harm was included within the plan as it had been identified as an area of
risk. The audit identified several key findings and gave Limited assurance
to this area. An action plan has been agreed with management in order to
strengthen the control environment and will be followed up as part of the
22/23 audit plan.

Information Governance & Security

We have undertaken four audits in this area, including one in year follow
up audit.

The audits of IT Backs ups and NIS Directives concluding positively with
Substantial Assurance in given for each audit.

An audit of the implementation of WPAS into Mental Health identified a
number key weakness relating to the project management and system
implementation arrangements. A number of high priority recommendations
were made as a result, with a rating of Limited Assurance given. A
subsequent follow up during the year review identified that management
had taken prompt action to address several of these findings within a short
timescale with a follow up rating of Reasonable given.

NWSSP Audit and Assurance Services 11
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Operational Service and Functional Management

We have undertaken eleven audits in this area, including three non-opinion
reviews.

Directorate Goverance audits were carries out in each of the four following
areas, Prince Phillip Hospital, Women & Child Health, MHLD and Therapies.
The audits concluded Reasonable Assurance in each case, although
recommendation to further strengthening the control environment was
made in each audit.

The audits of Primary Care Clusters and Waiting List Risk Management both
concluded with Reasonable Assurance.

During the year management request that an audit of Tritech was included
within the plan, looking at the arrangements for establishing the new
collaboration, as it had been identified as an area of potential risk. The audit
identified several key findings and gave Limited assurance to this area. An
action plan has been agreed with management in order to strengthen the
control environment and will be followed up as part of the 22/23 audit plan.

During the year an audit of Welsh Language Standards was undertaken,
and the audit identified several key findings and gave Limited assurance to
this area. An action plan has been agreed with management in order to
strengthen the control environment and will be followed up as part of the
22/23 audit plan.

Three non-opinion audits were undertaken during the covering Records
Management follow up, Field Hospital Decommissioning and Discharge
Process. The audit of Discharge Process did highlight a number of areas for
management consideration where improvements were required and will be
followed up as part of the 22/23 audit plan.

Workforce Management

We have undertaken five audits in this area, including one non opinion
audit.

The audits of both Workforce Planning and Organisational Values & Staff
Wellbeing both concluded positively with each receiving Substantial
Assurance, with the audit of Medical Staff Recruitment being given
Reasonable Assurance.

During the year management request that an audit of Non Clinical
Temporary Staffing was included within the plan as it had been identified
as an area of risk. The audit identified several key findings and gave Limited
assurance to this area. An action plan has been agreed with management

NWSSP Audit and Assurance Services 12
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in order to strengthen the control environment and will be followed up as
part of the 22/23 audit plan.

A non-opinion audit has been undertaken looking at aspects of the Bank
Staff Payment Process.

Capital & Estates Management

We have undertaken two audits in this area, with both the audits of Women
and Children’s Capital Scheme 2021/22 and Waste Management both being
concluded with a Reasonable Assurance.

2.4.3 Approach to Follow Up of Recommendations

As part of our audit work, we consider the progress made in implementing
the actions agreed from our previous reports for which we were able to give
only Limited Assurance. In addition, where appropriate, we also consider
progress made on high priority findings in reports where we were still able
to give Reasonable Assurance. We also undertake some testing on the
accuracy and effectiveness of the audit recommendation tracker.

In addition, Audit Risk & Assurance Committees monitor the progress in
implementing recommendations (this is wider than just Internal Audit
recommendations) through their own recommendation tracker processes.
We attend all audit risk and assurance committee meetings and observe
the quality and rigour around these processes.

For the second year in a row, due to the impact of COVID-19, we are aware
that it has been more difficult than usual for NHS organisations to
implement recommendations to the timescales they had originally agreed.
In addition, we also recognise that for new recommendations it may be
more difficult to be precise on when exactly actions can be implemented
by. However, it remains the role of Audit Risk & Assurance Committees to
consider and agree the adequacy of management responses and the dates
for implementation, and any subsequent request for revised dates,
proposed by Management. Where appropriate, we have adjusted our
approach to follow-up work to reflect these challenges.

Going forward, given that it is very likely that the humber of outstanding
recommendations will have grown during the course of the pandemic, audit
committees will need to reflect on how best they will seek to address this
position.

We have considered the impact of both our follow-up work and where there
have been delays to the implementation of recommendations, on both our
ability to give an overall opinion (in compliance with the PSIAS) and the
level of overall assurance that we can give.

The Health Board’s recommendation tracking process continued during
2021/22, but the pandemic effected the ability of management to take
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forward recommendations in some areas. The Audit Risk & Assurance
Committee have been updated during the year about the ongoing position
of recommendations implemented and the level of recommendations still
to be actioned.

From the specific follow up audits undertaken in 2021/22, it was identified
that progress had been made by management in implementing
recommendations from both the Mental Health PAS and Use of Consultancy
audits with an improved assurance rating given. However, limited progress
was seen with the progression of some recommendations associated with
Records management. Internal Audit has also undertaken work with the
Health Board’s Risk & Assurance team to review outstanding
recommendations.

2.4.4 Limitations to the Audit Opinion

Internal control, no matter how well designed and operated, can provide
only reasonable and not absolute assurance regarding the achievement of
an organisation’s objectives. The likelihood of achievement is affected by
limitations inherent in all internal control systems.

As mentioned above the scope of the audit opinion is restricted to those
areas which were the subject of audit review through the performance of
the risk-based Internal Audit plan. In accordance with auditing standards,
and with the agreement of senior management and the Board, Internal
Audit work is deliberately prioritised according to risk and materiality.
Accordingly, the Internal Audit work and reported outcomes will bias
towards known weaknesses as a driver to improve governance risk
management and control. This context is important in understanding the
overall opinion and balancing that across the various assurances which
feature in the Annual Governance Statement.

Caution should be exercised when making comparisons with prior years.
Audit coverage will vary from year to year based upon risk assessment and
cyclical coverage on key control systems. In addition, the impact of COVID-
19 on this year’s (and to an extent last year’s) programme makes any
comparison even more difficult.

2.4.5 Period covered by the Opinion

Internal Audit provides a continuous flow of assurance to the Board and,
subject to the key financials and other mandated items being completed in-
year, the cut-off point for annual reporting purposes can be set by
agreement with management. To enable the Head of Internal Audit opinion
to be better aligned with the production of the Annual Governance
Statement a pragmatic cut-off point has been applied to Internal Audit work
in progress.

By previous agreement with the Health Board, audit work reported to draft
stage has been included in the overall assessment, with all other work in

NWSSP Audit and Assurance Service