Appendix 3 - Risk Scoring Matrix

Likelihood x Impact = Risk Score

Likelihood 1 2 3 4

Descriptor Rare Unlikely Possible Likely

Frequency - How
often might it/does

it happen? Will probably

happen/recur, but it is

This will probably Do not expect it to

never happen/recur | happen/recur but it is BN 2 S € fEEL

(\kI]V?l\thl’r;neagt)]/\lt(I?TSees (except in very possible that it may il not a persisting issue/
) exceptional do so. circumstances.
consequence being .
circumstances).
assessed actually
be realised?)
Not expected to Expected to occur at | Expected to occur at least Expected to occur at
occur for years.* least annually.* monthly.* least weekly.*
* time-framed descriptors of frequency
Probability - Will it
happen or not?
what is the chance
( (0-5%*) (5-25%*) (25-75%*) (75-95%*)

the adverse
consequence will
occur in a given
reference period?)

*used to assign a probability score for risks related to time-limited or one off projects or business objectives.

Risk Impact Negligible - 1 Minor - 2 Moderate - 3 Major - 4
Domains
Safety of Patients, Minimal injury Minor injury or illness, | Moderate injury requiring Major injury leading to
Staff or Public requiring no/minimal requiring minor professional intervention. long-term
intervention or intervention. incapacity/disability.
treatment.

Requiring time off work for
Requiring time off work | 4-14 days. Requiring time off work for
No time off work. for >3 days >14 days.

Increase in length of
Increase in length of hospital stay by 4-15 days. | Increase in length of
hospital stay by 1-3 hospital stay by >15 days.
days. Agency reportable incident.
Mismanagement of
An event which impacts on | patient care with long-
a small number of patients. | term effects.

Quality, Complaints | Peripheral element of | Overall treatment or Treatment or service has Non-compliance with
or treatment or service service suboptimal. significantly reduced national standards with
suboptimal. effectiveness. significant risk to patients
Audit Formal complaint. if unresolved.
Formal complaint -
Local resolution. Multiple complaints/
Informal Escalation. independent review.
complaint/inquiry. Single failure to meet
internal standards. Repeated failure to meet Low achievement of
internal standards. performance/delivery
Minor implications for requirements.
patient safety if Major patient safety
unresolved. implications if findings are | Critical report.

not acted on.
Reduced performance
if unresolved.
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Workforce & OD

Short-term low staffing
level that temporarily
reduces service quality
(< 1 day).

Low staffing level that
reduces the service
quality.

Late delivery of key
objective/ service due to
lack of staff.

Unsafe staffing level or
competence (>1 day).

Low staff morale.

Poor staff attendance for
mandatory/key training.

Uncertain delivery of key
objective/service due to
lack of staff.

Unsafe staffing level or
competence (>5 days).

Loss of key staff.

Very low staff morale.

No staff attending
mandatory/ key training.

Statutory Duty or

No or minimal impact
or breach of guidance/

Breach of statutory
legislation.

Single breach in statutory
duty.

Enforcement action

Inspections statutory duty. Multiple breaches in
Reduced performance | Challenging external statutory duty.
levels if unresolved. recommendations/ .
improvement notice. Improvement notices.
Low achievement of
performance/delivery
requirements.
Critical report.
Adverse Publicity or | Rumours. Local media coverage | Local media coverage — National media coverage
Reputation — o with <3 days service well
long-term reduction in below reasonable public
short-term reduction in | public confidence. expectation.
Potential for public public confidence.
concern.
Elements of public
expectation not being
met.
Business Insignificant cost <5 per cent over 5-10 per cent over project | Non-compliance with
Objectives or increase/ schedule project budget. budget. national 10-25 per cent
Projects slippage. over project budget.

Schedule slippage.

Schedule slippage.

Schedule slippage.

Key objectives not met.

Finance including
Claims

Small loss.

Risk of claim remote.

Loss of 0.1-0.25 per
cent of budget.

Claim less than
£10,000.

Loss of 0.25-0.5 per cent
of budget.

Claim(s) between £10,000
and £100,000.

Uncertain delivery of key
objective/Loss of 0.5-1.0
per cent of budget.

Claim(s) between
£100,000 and £1 million.

Service or Business
interruption or
disruption

Loss/interruption of >1
hour. Minor disruption.

Loss/interruption of >8
hours.

Some disruption
manageable by altered
operational routine.

Loss/interruption of >1 day.

Disruption to a number of
operational areas within a
location and possible flow
onto other locations.

Loss/interruption of >1
week.

All operational areas of a
location compromised.
Other locations may be
affected.
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Health Equity

Minimal or no impact
on our attempts to
improve health equity

Minor impact on our
attempts to improve
health equity or low
level of certainty on
the impact we are
having on health
equity

Moderate impact on our
attempts to improve health
equity or a lack of sufficient
information that would
demonstrate this.
Indications that we are not
having a positive impact on
health improvement or
health equity

Major impact on our
attempts to improve
health equity. Validated
data suggesting that we
are not improving the
health of the most
disadvantaged in our
population whilst clearly
supporting the least
disadvantaged. Validated
data suggesting we are
having no impact on
health improvement or
health equity.

RISK ASSESSMENT - FREQUENCY OF REVIEW

RISK DEFINITION | ACTION REQUIRED (GUIDE ONLY) MINIMUM REVIEW FREQUENCY
SCORED
Unacceptable. Immediate action must be taken to manage the risk. This type of risk is considered extreme and should
E Control measures should be put into place which will have an effect be reviewed and progress on actions updated, at
xtreme ) ; -
of reducing the impact of an event or the likelihood of an event least monthly.
occurring. A number of control measures may be required.
Very unlikely to be acceptable. Significant resources may have to be | This type of risk is considered high and should be
. allocated to reduce the risk. Urgent action should be taken. A reviewed and progress on actions updated at least
8-12 High ) -
number of control measures may be required. bi-monthly.
Not normally acceptable. Efforts should be made to reduce risk, This type of risk is considered moderate and should
4.6 Moderate providing this is not disproportionate. Establish more precisely the be reviewed and progress on actions updated at
likelihood & harm as a basis for determining the need for improved least every six months.
measures.
Risks at this level may be acceptable. If not acceptable, existing This type of risk is considered low risk and should
1-3 Low controls should be monitored & reviewed. No further action or be reviewed and progress on actions updated at
additional controls are required. least annually.
RISK MATRIX
LIKELIHOOD —
IMPACT l RARE UNLIKELY POSSIBLE LIKELY ALMOST CERTAIN
1 2 3 4 5
CATASTROPHIC 5 10
5
MAJOR 4 8
4
MODERATE 3 6
3
MINOR 2 4
2
NEGLIGIBLE 1 2 3 4 5
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